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Why?

Why ads:
e Source of revenue

Why adblocking:

* Privacy (ads track)

e Security (malvertisement)

* Usabillity (ads distract from or break sites)



How adblocking works

jQuery Adblock
http://www.vivekv.com

/jquery.adblock.js|$script

Adbuddy
http://xenodesystems.appspot.com/adbuddy.html

/js/adbuddy.min.js$script
###adbuddy-no-adb-container
###adbuddy-overlay

" AntiAdblock (ErikSwan)

http://erikswan.net/abp/ (<div id="tester">)
AntiAdblock (D3xt3r)
http://d3xt3r.com/anti-adblock?test (blockblockA)
Default

@@/advertisement*.js$script
@@/advert.js$script,domain=~adultmult.tv
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How adblock-detection works

* Introduce “bait” element(s)

e Check If bait element is blocked
- YES - adblock
- NO - no adblock

So: anti-adblock-detection can work by
1. allowing bait elements
2. blocking the check for bait elements




Status

e Site owners put ads on site
e Advertisers don't want to be blocked
e Users want to block ads



 OF COURSE YOU REALIZE
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War?

Publishers Users

e F**k-adblock o F**k-f**k-adblock

o FRri-fRrlfrrk * Anti-adblock-killer
adblock

e Nano-defender

* Block-adblock . Etc.

e Etc.



Expectation: sudden drop off




Sounds serious... IS It?

* Let's check!
* Scrape sites daily
* Check If user-side mechanisms trigger



Methodology

Data collection: filter lists

Dally iterations of filter lists
(last commit of the day):

e AntiAdblockKiller

 AdblockProtector/uBlockProtector

e EasyList: entire list

 Adguard



Methodology

Data collection: websites

* Dally scrapes of web sites

- Alexa Top 10K
120 days, ~400GB

- Sites newly added to filter lists
140 days, ~87GB

* Scraped using cloud platform
- Benefit: scales easily



Methodology

Data processing & analysis
* Check If page triggers hit

— Use libadblockplus library
(wrapper around adblockplus' core functions)

* Plot: one line per (website, filter rule)

RU
RU
RU

e triggered: marked
e not triggered: not marked
e never triggered: line omitted



Visualising data (1 / 5)

* 1 site, #rules triggered




Visualising data (2 / 5)

e all sites, #rules triggered
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Visualising data (3 / 5)

 all sites x all filter lists, heatmap

adblockprotector and ublockprotector lists vs alexa top500
Filter list effectiveness on Alexa top websites
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Visualising data (4 / 5)

* Easylist, 3 party filter hits on Alexa top
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Visualising data (5 / 5)

 Each row (website, filter)
* Red: =1 hit

* White: no data

* Blue: no hit

* Toss out rows with no hit

Filter list effectiveness on

00000

Alexa top website




Shifting the data
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site, filter rule) combination (i

What we're interested in =

* Progressive slices of this graph =

d by filter list)

* Note that the number of rows
with data changes -

e |.e.: the amount of data differs
from day to day.
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Error bars

"When ubp filters trigger on the alexa 400 + on the ubp-targetd (interlaced!)"
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But: trends!

When abp, ubp, and easylist filters trigger on the alexa 5000
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Index of (Filter Rule, Website) pair

Results: EasyList
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Results: EasyList

0%

40%

* Easylist,
Alexa Top 5K

30%

20%

10%

Percentage of examined (Filter Rule, Website) pairs

0 20 40 60 80 100 120

# Days since rule first appeared in filter list

20

40 60 80 100
# Days since rule first appeared in filter list

Effectiveness of easylist

120



Index of (Filter Rule, Website) pair

Results: EasyList
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Results: Antiadblock-killer
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Results: Anti-adblock-killer
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Results: Anti-adblock-killer

...no effect...



Conclusions

* Easylist rules become less effective

— About 0.13% per day, ~15% in the period of
observation

e No discernible effect wrt. Anti-adblock-killer

* Advertisers care about easylist, not about
these lesser-known, lesser-used lists



Bedankt voor de aandacht!




