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What/how?

LLVM Exploit

W—v Pre-conditions ——» Vulnerability

Post-condition
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Program Logics

Hoare Logic

{P} p{O}=Vo:-Plo) = Vo'-0 — 0 = Qo)

void foo(int64_t i, int64_t v) {
int64_t x[10]; Exploit occurs when we write
if (random()) x[i] = v; outside the array

}
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Program Logics

Reverse Hoare Logic

[Pl p[Q]l=Veo'- O(6) = do-0 — o' A P(0)

[w=100]v:=w][v>42]




Exploit Logic
(P) p(Q)=Vo-P(lo) = Jo'-0 —> o' A Q(c)

void foo(int64_t i, int64_t v) {

int64_t x[10]; {i=10 Av=a) foo(i,v) (x[i]=a)
if (random()) x[i] = v;

}

(w=100) v :=w (v > 42)




JUMP language o

Block
b = s;b Sequence
|  Jumpe a; a; Conditional jump
| Exit Exit
Statement
s = Assignve Variable assignment
| Obtainwv Where e Nondeterministic assign
| Store ewv Store v in region e
Expression
e = w Value
| o Variable
| le Dereference
| e1® e Binary operation
| —e Negation

® € {+-,%X%<,<,=>2>,A,V,...} Binary operators
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Precondition generation

Program:

Block:

Statement:

p(p, Q)

TB(§;E’ Q)

tg(Jump e a; az, Q)

tg(Exit, Q)

s(Assign v e, Q)
7s(Obtain v Wheree, Q)
7s(Store e v, Q)

7g(blocks(ag), Q)

U{zs(s,P) | P € (b, Q)}
{P; Ae | Py € Tp(blocks(ay), Q)}
U {P; A —e | P; € tp(blocks(az), Q)}

10}

{Olv =el}
{Jiee-Qlv=i]}
{Q'AP|(Q,P)€ Tstore(g’ v,0)}




Example !e==

Aedab A evad

Assign t; la;

le =1z
Aedab A evad

Store b t;;

Assign t; !c;

Store d ty;

Exit

la=1z
Ae=bA evad

| |
Lh =z
ANe=bA erad
N S

le =z A erad

1

le =z Aerad

@

lc =z la =2z
Aco<b A e=d Ac=bA e=d
) )

lc=z ty =2z

Aco<b A e=d Ac=bA e=d
N e
lc=zANe=d
t,=zANe=d
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(x —3y) 2y A =((x —3y) > y)

XZYAx <y AMx-2y)>y)A(x—y) >y

#0
Jump (x < y) #3 #1

#1

Assign i 1;
Assign x (x —y);
Jump (x > y) #2 #3

#2

Assign x (x —y);
Assign i (i+1);
Jump(x > y) #2 #3

#3
Exit

X 2

Ny A=(x < y)

|

(x-3y) >y

. (x-2y) 2y =((x —
S S L B
< AMx—1y) > y) Ax —y) >
é T é y¢_-y
o) >y (x—2y) >y

A((x - 1) > 1) A=((x - 2y) > y)

/ \_/A(Sx_y)cy
Y

Yy

B




Future work

e Finding a postcondition automatically
e Searching though exploit space efficiently
e Expanding the JUMP language
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Summary

e Exploit Logic as a formal basis for automatic exploit generation
e Precondition generation rules build the exploit space
e Finding only one satisfiable precondition is enough
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