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Why?
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What/how?
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ExploitLLVM

Post-condition

Pre-conditions Vulnerability
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Program Logics
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Hoare Logic

{P} p {Q} ≡ ∀σ ⋅ P(σ) ⟹ ∀σ′ ⋅ σ ⟶ σ′ ⟹ Q(σ′ )
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Exploit occurs when we write 
outside the array



Program Logics
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Reverse Hoare Logic

[P] p [Q] ≡ ∀σ′ ⋅ Q(σ′ ) ⟹ ∃σ ⋅ σ ⟶ σ′ ∧ P(σ)
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[w = 100] v := w [v > 42]  
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⟨P⟩ p ⟨Q⟩ ≡ ∀σ ⋅ P(σ) ⟹ ∃σ′ ⋅ σ ⟶ σ′ ∧ Q(σ′ )
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⟨i = 10 ∧ v = a⟩ foo(i, v) ⟨x[ i ] = a⟩ 



JUMP language

13Exploit Logic



Precondition generation
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Example



16Exploit Logic



17Exploit Logic

Future work

• Finding a postcondition automatically 
• Searching though exploit space efficiently 
• Expanding the JUMP language



Summary
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• Exploit Logic as a formal basis for automatic exploit generation 
• Precondition generation rules build the exploit space 
• Finding only one satisfiable precondition is enough


