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Abstract. We introduce Nuovo DRM, a digital rights management scheémeato provide formal
and practical security. The scheme is based on a recent DR&tex; which we formally specify
in the uCRL process algebraic language. The original scheme statddlbbwing security require-
ments: effectiveness, secrecy and resistance of contesgueeading. We formalise these security
requirements as well as strong fairness and formally chieelotiginal scheme against these re-
quirements. This verification step uncovered several ggoueaknesses, which are addressed by
Nuovo DRM. In addition to that, Nuovo DRM introduces sevgyadcedural practices to enhance
the practical security of the scheme. A finite model of NuoWNDis subsequently model-checked
and shown to satisfy its design requirements, includingesye fairness and resistance to content
masquerading.

1. Introduction

Recent years have seen a rapid increase in the popularity of pedavieds capable of rendering dig-
ital contents. Large content providers as well as independent artesteaking forward to these new
opportunities for selling their copyrighted materials, necessitating the dewelttpf systems to protect
digital contents from illegal access and unauthorised distribution. Témdies used to enforce policies
controlling usage of digital contents are referred to as Digital Rights Mamagt (DRM) techniques.
A major challenge in DRM is enforcing the policies after contents have be&rbdied to consumers.
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This problem is currently addressed by limiting the distribution of protectedeatsito only the so-
calledcompliantdevices (e.g. iPods), that by design are guaranteed to alwaysetfierDRM policies
associated with the contents they render.

A unique concept of DRM-preserving contertistributionwas proposed in [30], hereafter called
the NPGCT scheme, where users act also as content redistributorpoténsially allows consumers to
not only buy the rights to use specific content, but also to redistribute thterddn a controlled man-
ner. From a security point of view, this is technically challenging, since ékalting system forms a
peer-to-peer network of independent devices, each of them amensan authorised distributor, and
also a potential attacker. The main goal of NPGCT is to enable content itadtistn, whilst resisting
systematic content pirating. Recent sobering experience [22] hasighanDRM techniques are inher-
ently complicated and if not enforced carefully, can infringe on customassvell as vendors’, rights.
This serves as motivation for using formal methods to verify the NPGCTnsele provide both content
vendors and customers a certain degree of confidence in the secuarigiraess of the system.

1.1. Contributions

Our contribution in this paper is twofold. First, on the security side, we fornsgcify the NPGCT
protocols and analyse them. Our analysis reveals two security flaws inltbmeca rights-replaying
flaw and a problem with fair exchange between users. We proposdemdex! scheme, dubbé&iliovo
DRM, to address these issues. A formal specification and verification ofdND&M is subsequently
presented and (a finite model of) the scheme is shown to indeed achievsigfis deals.

Second, we present the used state-of-the-art formal tools and taebrig handle the verification
problem of DRM schemes. We use theRrL process algebraic language [20] and tool set [8] to specify
the protocol participants and the intruder model. The expressive paweeflexibility of the uCRL
language compares favourably to other specification languages. Twtees enable us to keep the
formalisation close to the actual implementation. Due to the complexity, the size afftame and the
branching nature of the protocols, generating the state space is a veryditegming process. Several
approaches to handle this so-called “state space explosion” exist,suaohrter-based abstractions [32]
or parametrised abstraction techniques [33]. These techniques ateangittforwardly applicable to our
problem however, as they focus on abstracting away state details, whecBRM setting amounts to
abstracting away rights and content — exactly the main points of interestdén toraddress state space
generation, we resorted to a distributed instantiation ofithrL tool set [7] to generate and minimise
the corresponding state spaces. In particular, since the Nuovo DRa&vhscis highly non-deterministic
due to the presence of several fall-back scenarios, with the inclusimmiotruder model to the system,
it easily runs into the limits of single-machine state space generation. To theflmestknowledge, we
are the first to formally verify a whole DRM scheme. Moreover, we adapstandard formal Dolev-Yao
intruder model [14] to reflect the restricted behaviour of compliant devit®RM systems (which are
not underfull control of the intruder, even if owned by the intruder).

1.2. Related work

Nuovo DRM introduces an optimistic fair exchange protocol. This class @bpols was introduced
in [3] and since then have attracted much attention. The closest fair egelpaotocol to our scheme
is perhaps the probabilistic synchronous protocol [4], in that it too reliesusted computing devices
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in exchange. In contrast to [4], the optimistic fair exchange protocol ioWdIDRM is a deterministic
asynchronous protocol that achieves strong (as opposed to pistiglfairness, but, as a drawback, it
relies on impartial agents to secure unsupervised exchanges.

In this paper we do not address modelling semantics and derivations tf @iggociated with DRM-
protected contents, which constitutes a whole separate body of reseagycbee [34]. Instead we focus
on formal analysis of transactional properties of DRM schemes. Thergeaeral works in literature on
model checking (usually small instances of) optimistic fair exchange prstoeg. [21, 27, 35]. What
makes our study unique is the size of the system that is automatically analysetl as the capturing
of some DRM-specific features of the system, like compliant devices, in thelm@dnstraint solving
for checking fair exchange protocols proposed in [25] can deteetfigwv attacks, but is restricted to
checking safety properties. Theorem-proving approaches to clyglaiiness of protocols [1, 6, 15] can
provide a complete security proof at the cost of heavy human interveriwhthus cannot be easily
integrated into the protocol design phase.

1.3. Structure of the paper

We start by explaining the notations and (cryptographic) assumptionsiusled paper, in Section 2.
Section 3 summarises the NPGCT scheme, which provides the basis fofinadrecheme. Section 4
presents the Nuovo DRM scheme, its assumptions, its goals and securigdyres. Nuovo DRM is
then formally analysed in Section 5 and shown to achieve its goals. Finallfjp®é&cconcludes the
paper with some possible future research directions.

2. Assumptions and notations

Throughout the paper, the following assumptions are used.

Trusted devices assumptionsCompliant devices are tamper-proof hardware, that though possibly op-
erated by malicious owners, follow only their certified software. We assuatectimpliant de-
vices are able to locally perforatomicactions: multiple actions can be logically linked in these
devices, such that either all or none of them are executed. They aitairca limited amount of
secure scratch memory and non-volatile storage. These requiremetygiealy met by current
technologies. A legitimate content provider, (albeit abusively) refetweas trusted third party
(TTP), is assumed impartial in its behaviour and eventually available to régpaequests from
compliant devices.

Cryptographic assumptions and notations. In our analysis the cryptographic operations are assumed
to be ideala la Dolev-Yao [14]. We assume access to a secure one-way collismtarg hash
function h; thereforeh(x) uniquely describes. A messagen encrypted with symmetric ke
is denoted{m } x, from whichm can only be extracted usin§. Notationspk(X) and sk(X)
denote the public and private keys of entiXy, respectively. In asymmetric encryption we have
Umbaex) borxy = Hmlprx) tsex) = m. Encrypting withsk(X) denotes signing and for
convenience we let: be retrievable fron{m} g x.

Additionally, the following notation is used:
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d1,d2 compliant devices

P trusted, legitimate content provider
owner(d1)  owner of devicail

c € Cont one piece of content in the set of all contents
r € Rgts one right in the finite set of all possible rights
Ry;(c) the rights of devicel! for contentc

It is assumed that unique descriptors (e.g. hash values) eall'ont are publicly known.

3. The NPGCT DRM scheme

The NPGCT scheme by Nair et al. [30] was proposed as a DRM-piiagatigital content redistribution

system where a consumer doubles up as a content redistributor, witleatdirersely affecting the

protection offered by the DRM scheme. In this section we briefly describBlBGCT scheme and then
present the results of its formal analysis. For a detailed specification GNFsee [30].

3.1. NPGCT protocols

The scheme consists of two main protocols: the first distributes contenpfimrider P to clientdi, the
second allowsl1 to resell contents to another clied?.

3.1.1. Provider-customer protocol (P2C)

The protocol is initiated by the owner @ff who wishes to buy itena with rights» from providerP.
From [30]:

1. di — P: Requestcontent
2. dl <~ P: Mutual authentication, [payment]
3. P—dl: {c}x,{K}pr(dr),r 0, A
o=meta-data of, A={h(P, d1,c,0,7)} P

The idea of step 2 is that a multi-stage authentication protocol is inserted ateghisFarthermore, in
the protocol A acts as a certification thdtl has been granted rightsand helps in proving1'’s right to
redistributec to other clients. It also binds the meta-datto the content, which prevents masquerading
attacks orv.

3.1.2. Customer-customer protocol (C2C)

This part of the protocol is initiated by the owner @ who wants to buy: with rights+’ from d1, for
which d1 holds certificate\. From [30]:
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d2 — d1 : Request content
2. dl < d2: Mutual authentication
dl — d2: {c}r, {K }preaz), Rai(c), ", 0, A, A
AN ={h(d1,d2,c,0,7")}si(ar)
. d2 . \Verifieso, A’ andR; (c) usingA
5. d2 — dl: 4, [payment]
Y = {h(d1,P,{ctk',0,7")}sk(az)

By sendingy, d2 acknowledge’sthat it has received with rights+’ from d1, while A and A’ form a
certificate chain that helps to prove th& has been granted rights

3.2. Formal analysis of NPGCT

As part of our work, we formally specified and checked the NPGCTraehén this section, we present
the results of this analysis. The assumptions of the scheme, the securitjt gaetested against, their
formalisation, the protocol specification tool set and the model checkihgoéagy used here are similar
to those used for Nuovo DRM, which are discussed in the following sectiDesails of this analysis
along with the attack traces found by the verification process are availale®

Two security flaws in the NPGCT scheme were revealed by our analyss, iFivas found that in
the P2C (and similarly the C2C) protocol, a malicious customer can feed rightsafprevious session to
the trusted device by replaying step 3. This replaying is possible beaastméss of the authentication
phase is not extended to guarantee freshness of step 3 (delivery adritent-right bundle). This flaw
allowsd1 to accumulate rights without payirdgfor it. As a remedy, fresh nonces from the authentication
phase can be used into ensure the freshness of the whole exchange, c.f. Section 4.

Second, in the C2C protocol, payment is not bound to the request/renessages exchanged be-
tween two customers. Thus, onée receives: in step 3, the owner af2 can avoid paying/! by quiting
the protocol. Since this exchange is unsupervised, the owners of cotrg#anes are forced to trust
each other to complete transactions. While it is reasonable to extend sucto taLiggitimate content
provider, it should not be assumed for potentially dishonest devicersim€2C exchanges. (Note that
fairness in exchange is not a goal of NPGCT.)

4. The Nuovo DRM scheme

This section describes the proposed extension to the NPGCT, dubb&d R&M, which in particular
addresses the security concerns identified in Section 3.2. Here weectmfimformal descriptions; a
formal specification is discussed in Section 5.

4.1. Nuovo’s goals

The aim of Nuovo DRM is to enable content redistribution whilst resisting Byatie content pirating.
Hence, Nuovo DRM provides a secure DRM scheme which encompassesitredistribution. The

Term+ was intended to be used in c2c-dispute resolution, although that notionfisrtietr explored in [30].
Zhttp://www.cs.vu.nl/paradiso/formal.php
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security of the scheme is to address normal DRM security concerns aasaggicurity concerns intro-
duced by content redistribution. This is captured by the following goalsréfyaire the Nuovo DRM
scheme to achieve the following goals (which are the same as those usetyte dna NPGCT scheme
in Section 3.2):

G1 (effectiveness).A protocol achieves effectiveness iff for honest participants rumthie protocol in
a secure environment, it terminates successfully, i.e. a desired conteinbuigdle is exchanged
for the corresponding payment order. Effectiveness is a sanitykdbethe functionality of the
protocol and is therefore checked in a reliable communication system witttauker.

G2 (secrecy).Secrecy states that no outsider may learn @aay Cont not intended for him. Usually,
content is encrypted for intended receivers. Nuovo DRM (similar to NPQithits the distri-
bution of protected contents by encrypting them for intended compliant eevidhe scheme
must thus guarantee that a DRM-protected content never appeasypted to any known non-
compliant device.

G3 (resisting content masquerading).Content masquerading occurs when conteist passed off as
contentc, for ¢ # ¢’. Preventing this attack ensures that an intruder cannotfded device that
has requested

G4 (strong fairness). Assume Alice owns an itemm 4 and Bob owns an itemm . Informally, strong
fairness states that if Alice and Bob run a protocol to exchange their itenibeiend either
both or neither of them receive the other party’s item [31]. Strong fagnesually requires the
contents exchanged in the system tesbrengly generatabtein Nuovo DRM, a content provider
can provide the exact missing content if the exchange goes amiss. Stimegdaalso guarantees
timelinesswhich informally states that, in a finite amount of time, honest protocol partitspgaan
safely terminate their role in the protocol with no help from malicious parties. i8sdla liveness
property, resilient communication channels (assumption A2 below) are necessdajrf@ss to
hold [3]. For an in-depth discussion of fairness in exchange we tleéeinterested reader to [3].

4.2. Assumptions of Nuovo DRM

The following assumptions are made regarding the working of Nuovo DRdfe that assumptions Al
and A2 limit the power of the intruder, as explained further in Section 5.1.4.

Al (tamper-proof devices). Consumer compliant devices are assumed tamper-proof. Owners of com-
pliant devices are however untrusted. They may collude to subvert tlhecpt. They can, in
particular, arbitrarily switch off their own devices (“crash failure modeldistributed computing
terminology).

A2 (resilient communication). We assume an asynchronous resilient communication model with no
global clock, i.e. the communication media deliver each transmitted messagdnradatite but
unknown amount of time. Resilience is necessary when aiming for fairh8ksajnd is realizable
under certain reasonable assumptions [5].

3Properties of systems can often be divided into two classafetyproperties, stating unwanted situations do not happen, and
livenessproperties, stipulating desired events eventually happen. For a fogfiaitibn of these property classes see [2].
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A3 (PKI hierarchy). There exists a hierarchy of public keys, with the public key of the rootaxiiyh
embedded in each compliant device and available to content providersy &igih an infrastruc-
ture, a device can prove its identity or verify other devices’ identities withawtng to contact
the root. Participant identitiesi(, d2 and P) implicitly refer to these authentication certificates
issued by the trusted authorities.

A4 (price negotiations). Protocol participants negotiate the price of content in advance. In Nuovo
DRM, the price of the content being traded is bundled with the requested.righ

4.3. Nuovo DRM protocols

As in NPGCT, our scheme consists of two main protocols: the first distribotgeit from provider
to clientdz, the second allowsg! to resell content to another clied®. These protocols derive from the
NPGCT schemes, but are updated to incorporate authentication andfsiroegs.

Provider-customer protocol (P2C) The owner ofd! wants to buy itene with rightsr from content
provider P. Hered1 and P, but notowner(d1), are assumed trusted.

1. owner(dl) — d1: P, h(c), r

2. dl — P: di, ng;

3. P—dl: {np, ng, dl}sk(P)

4 dl — P: {ngs, np, h(c), v, Pta(an

5 P —di: {ctr, {K}pr(ar), {7 na1fsrp)

In the first step, the hash of the desired content, retrieved from a trpatdit directory, with a right
and the identity of a legitimate provider are fed to the compliant deviceFollowing assumption A4,
owner(d1) and P have already reached an agreement on the price. WhEtieea legitimate provider
can be checked by! and vice versa (see assumption A3). In step2generates a fresh nonag; and
sends it toP, which will continue the protocol only ifl7 is a compliant device. Message 4 completes
the mutual authentication betweén and P. This also constitutesgayment ordefrom d1 to P. After
receiving this messagé, checks ifr is the same as previously agreed upon (assumption A4) and only
if so, stores the payment order (for future/immediate encashing) anorperstep 5 after generating a
random fresh keyx'. Whend! receives message 5, it decry§t&’}, . q4;), extractsc and checks if it
matched:(c) in message 1, andy; is the same as the nonce in message 2. If these tests/pagsiates
Rg; (c) with r, e.g.r is added taR; (¢). Note thatR ; (¢) is not necessarily: d1 could already have
some rights associated with for instance, acquired from an earlier purchase. Since we abatvagt
from rights semantics (as discussed in Section 1.2), the update phasaissjegcified here.

4.3.1. Customer-customer protocol (C2C)

The owner ofd2 wants to buy item: with rights 7’ from another compliant devicé:. This protocol
can be seen as a fair exchange protocol widdrandd2 want to exchange a content-right bundle for its
associated payment such that either both or neither of them receive ésgidlitems. In deterministic
protocols, however, achieving fairness has been proven to be imfgoséibout a TTP [16]. Assuming
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that most participants are honest and protocols go wrong only infréguieis reasonable to use proto-
cols which require TTP’s intervention only when a conflict has to be resbl¥fhese are usually called
optimisticfair exchange protocols [3] and contain two sub-protocols: an optimistigpsotocol which

is executed between untrusted devices, and if a participant cannottfirigitotocol run, it will initiate a
recovery sub-protocol with a designated TTBur C2C protocol is an optimistic fair exchange protocol
which uses the content provid€ras the TTP. The optimistic exchange sub-protocol is as follows:

1. owner(d2) — d2: di, h(c), r’

2 d2 — dl : d2, ngs

3. di —d2: {nly;, naz, d2}san)

4 d2 — di: {nge, nljy, hic), r', dI}g(az)

5 d1 —d2: {cyxr, {K'}pr(az) {r's naztskean

At step 5,d1 updates the right associated witlfreflecting that some part dt;; (¢) has been used
for resellingc) and stores the payment order signed/Byin an atomic action. Note that the atomicity of
these actions is necessary to guaranteedhatoes not store the payment order without simultaneously
updating the righ?4; (c).

In this protocol, a maliciouswner(d1) can abort the protocol before sending message &tor
this message may be lost due to a hardware failure. To prevent suéhsitofations ford2, we provide
a recovery mechanism to obtain the lost content.

4.3.2. Recovery sub-protocol

The goal of the recovery sub-protocol is to bring compliant devigédack to a fair state in case of a
failure in delivering message 5 in the C2C protocol. Devigecan start a recovery session (instead of
receiving the content at step 82 takes actionresolves(d2)) with the content provideP at any time
after sending message 4 in the C2C protocol. If a connection with the prasiaet available,d2
saves the current state and simply waits until it becomes available. Oncedvemgprotocol has been
initiated, d2 ignores any further messages from the optimistic run of C2C. The pugidke recovery

is to ensure that2 receives the content and rights thatner(d2) wanted (and ostensibly paid for).

57. d2 : resolves(d2)

67. d2 — P d2, ),

7. P—d2: {nhp, nly, d2}p

8. d2— P: {nly, np, (naz, nlyy, h(c), v, d1), "', P}yaz)
9. P—d2: {ctxr, {K"}pr(az), {7, Wi }sk(p)

In this protocold2 and P behave as ifi2 is purchasing the-r" content-right bundle fron® using
the P2C protocol, except that, in mess&fed2 reports the failed C2C exchange it had with.

The wayP resolves payments of failed exchanges is discussed in more detail in SedtibnNote
that while payment details fall beyond the scope of our formal analysisetteery protocol does not.

4Fair exchange is attained by ensuring either successful terminatiavérgy or failure (abortion) for both parties. In Nuovo
DRM, if neither party terminates successfully, nothing is exchangedadludd is already attained. Hence, no particular “abort”
protocol is necessary.
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One can argue that the recovery sub-protocol may also fail due to éossynunication channels.
As a way to mitigate this, persistent communication channels for content previda be built, e.g.,
using an FTP server as an intermediary. The provider would upload tiientpand the device would
download it from the server. In order to guarantee fairness, sugilieres communication channels are
generally unavoidable [3] (c.f. assumption A2).

As a final note, we emphasise that only tamper-proof compliant devicesmasalered here (assump-
tion Al). These protocols can be trivially attacked if the devices are tampéte (e.g. a corrupted?2
would be able to initiate a recovery protocol even after a successfubage). Methods for revoking
circumvented devices and resisting systematic content pirating are desoribe following sections.

4.4. Nuovo DRM procedures

Nuovo DRM introduces several procedures to support the gengectole of Nuovo DRM to enable
content redistribution whilst resisting systematic content pirating. In this sedtiese procedures are
discussed. First, resolving of failed C2C exchanges by the providest&éleld. Next, a method is
described to detect systematic content pirating. And finally, an approagfevent interaction with
compromised devices is discussed. Note that the procedures belowyfatichthne scope of our formal
analysis.

4.4.1. Resolving C2C disputes at the TTP

We defineprice: Rgts — N. Given ar € Rgts, price(r) denotes the price that has been assigneqdee
assumption A4). In the recovery protocol, the provider will agree tolvesm C2C exchange for right
r (steps8”, 97) iff price(r”) > price(r’) (from step8”); below we see why this condition is necessary.
In line with assumption A1, we only consider compliant devices that need dbvess the device cannot
lie aboutprice(r’) andprice(r”). In practice, resellers will usually propose prices which are lower than
the main vendor’s price for buying that single item, hence automatically satistiyis requirement.

We requireP to maintain a persistent log of the resolved disputes. Assumelthtaites to resolve
an unsuccessful exchange widli. As a result of the atomicity ofl1’s actions in the optimistic sub-
protocol, only the following situations are possible: Eitidgérhas updated ; (c) and has the payment
order of message 4 of C2C (which it is thus entitled to have)/iodoes not have the payment order
and has not updatell; (c). In the latter case, the combination of the failed optimistic protocol and its
subsequent resolution simply boils down to a P2C exchangé! bwns the payment order from,
two different cases are possible:

1. If d1 tries to encash the payment order af#érhas resolvedP is the one who pays the money
to d1, asd?2 has already paid®. Sinceprice(r”) > price(r’), P can always payl! its share
of the transaction. Therefore, the actual paymenPtm this particular exchange sums up to
price(r”) — price(r’). Note that althouglP is not finally paid (enough) for sendingo d2 in this
particular exchange, it is indeed fair becausbas already been paid lf whendi1 bought the
right to resellc.

2. If d2 resolves afterl! has encashed the payment orderwill not charged?2, becausel2 has
already paid the price té! andd1 has updated the rigi;; (c), for which it has already (directly
or indirectly) paidP.
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Note thatd! andd2 cannot collude to cheda® by d1 offering itemc to d2 for an extremely low
price and then resolving the request?oTo make this clear, consider the following use case:

e Cost of buying song for playing only, directly fromP = $1.00.
e Cost of buying song for 50 resell rights fromP = $0.80x 50 = $40.
e Cost of buying song for playing only, from resellet1 = $0.90.

First, this scenario describes a viable business matdelvould rather buy: from d1 than directly from
P because of the $0.10 differencél has incentive to act as reseller since it can make a profit of $(0.9-
0.8) x 50 if all the songs are sold? would rather make one sale of 50 rightsdb than sell to 50/2s
directly, to avoid all sorts of administration, processing and other pesdcdion costs (it is common for
services such as MasterCard or PayPal to have per-transactigiesttansisting of a fixed part and a
part dependent to the transaction).
If d1 offerscto d2 for $0.01 and they resolve it t8, P would transfer the money from2’s account
to d1's without being paid in this exchangé” (would accept resolving such unnecessary disputes to
assure its customers that in case of real problems, they can red®yt tdowever,d! is the one who
actually loses moneyP’s profit was already made when the resell rights were soldi/toand d2 has
exploited a very good offer on If this scenario is repeated enough, will sell contents for $0.0% 50
= $0.50. At the end of the day,/ paid$40 — $1.00 — 0.50 = $38.50 more than the market price for
Seeing that the TTP cannot be cheated by compliant devices, even ifrerare colluding, the
provider can safely be considered a TTP. The provider's interestearharmed, and the role of TTP
allows it to offer an extra service to its customers.

4.4.2. Detection of compromised devices

The security of Nuovo DRM hinges on the compliance of the certified usdcel® However, it is
reasonable to assume that over time, some of these devices will be comproimisks section, we
examine how to detect compromised devices. As in [30], the proposed nigchaims at detecting
powerful attackers and systematic content pirating, rather than ocaligiorisbehaving users. Hence,
we consider a device to be compromised if it misbehaves frequently. Sodrdteampliance checks,
the aim is to detect devices exhibiting deviant behaviour.

Nuovo DRM enables content redistribution in a controlled manner. In additisegular attaclkds
on DRM systems, Nuovo DRM has to consider attacks on content redistritagiovell. As compliant
devices will not misbehave, only compromised devices can perform thesisa A compromised de-
vice can attack content redistribution phase in two ways. First, it can ssexuight to resell content;
secondly, it can try to avoid paying for content it receives (by noirgagufficient funds). These are
discussed in order.

Fund exchange during content redistribution is clearly a crucial poiattatk. Successful attacks
would undermine users’ confidence in the system and the benefit to thkeatiaclear: acquire more
funds and spend less funds, respectively. In order to addresw#histroduce the following assumptions
(for compliant devices) on funds, which so far have not been coreide

SContent extraction attacks, related discussions and countermeasutiis are available from [30], and thus not further
detailed here.
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A5 (device funds). When a compliant device signs a payment order, the payment order islksh
This can be accomplished, for instance, by providing each compliantedexitb some credit,
which can be spent and recharged.

A6 (traceability of funds). The banking system (responsible for encashing payment ordens¢i@ies
with content providefsto catch malevolent users. Here, for the sake of simplicity, the content
provider and the bank are considered as one and the same entity.

First, consider an overuse of reselling rights. To detect large scateathag, the provider recon-
structs the chain of sold rights. This is possible because of assumption Adcguoe payment for sold
rights, devices need to contact the provider.

To this end, the provider maintains a directed weighted géaph (V, E) for each sold content-right
combination, that may be resold. Each nede V represents a device and the weighted edges of the
graph E£: V x V — N) represents right transfers between two compliant devices. Forweach,
weight differences the difference between outgoing weight and incoming weight. Formally:

Aw) =Y E(v)- > E@,v) 1)
VeV VeV
LetU C V be the set of nodes that have sold a content-rights bundle, but hayetreicashed the
payment order. If. is a compromised device which engages in large scale overselling, afeescanedle
amount of time, the provider will deteet’s behaviour by noting that the weight differencewfplus
the number of yet-to-cash rights are positive, i.e.

Alve) + Y Au) >0 2)
uelU
By putting time limits on encashing payment orders, a provider can control thebthomed on de-
tecting compromised devices. Such an approach requires the paymers tardbe timestamped by the
device issuing the order. Timestamps of compliant devices can be trustetheapverhead to check
the timestamp against the time limit is very small. Hence this solution scales well with thef $hee
system.

Secondly, a compromised device can refuse to pay for the contentitegecéccording to assumption

A5, user devices are provided with (and thus aware of) credits. fdrerehe second attack could easily
be detected by the banking entity (collaborating with the providers) whewieedgigns a payment order

without having enough credit for that, as a compliant device would nctectius error.

4.4.3. Isolating compromised devices

Given that cheating — and thus compromised — devices are detected, romeadares can be taken.
Confiscation of the compromised device is of course preferred. Howieygractice this will not always
be possible. Instead, a Device Revocation List (DRL), containing publis kf detected compromised

5Though this assumption may not be universally acceptable, e.g. deedgoaphical diversity of content providers and banking
systems used by customers, the required degree of collaboratios thek@ssumption practically tenable.



12 M. Torabi Dashti, S. Krishnan Nair, H.L. Jonker/Nuovo DRM Paradis

devices, can be used to limit interactions of compliant devices with them. Toesosuect working of
device revocation, soundness of this DRL is required — no complianteleever listed on the DRL.

Completeness of the DRL also seems desirable: all compromised devicedetetisthe DRL.
However, as more and more compromised devices are detected, suchoallistjow quite large over
time. Given that not all devices are equally likely to interact, there is a tréideetween effectiveness
and size of the DRL stored on a compliant device.

Considering these two properties immediately gives rise to two alternative afalystributing the
DRL: optimising effectiveness and optimising size, respectively. Optimisiegtfeness of the DRL is
done by keeping the complete DRL and updating it at all possible opportunititss case, each devices
has acomplete coppf the DRL. Optimising size of the DRL is done by adding only those compromised
devices with which a device has had contact with earlier — ohsck friends

Below we examine these two distribution schemes, and propose and refe@wvshat aim to bal-
ance these two consideration. Furthermore, estimates for the effestvand size of the per-device
stored DRL are established.The following notation is used below:

drl The main DRL, as kept by
drly; the DRL as kept by device1?

friends ;; the list of devices with which devicé! has had contact. To keep the size of this list within
reasonable bounds, it is reset after each contact with the providemptates the DRL.

Updates of variables are denotethas _a, new b, new _c := a, b, ¢, where the left-hand side denotes
the variables after the update and the right-hand side expresses thethalugre assigned.

complete copy: Each device keeps a copy of the entire DRL.
Update ond! < P: drly; := drl.
Update ond! « d2: drlgy, friends g, == drlg; U drlge, friends  ; U {d2}.

friend-check: A device only lists those revoked devices, with which it has had contact.
Update ond! < P: drlg; := friends ; N drl.
Update ond! < d2: friends,; := friends ; U {d2}.

The next scheme strikes a balance between the two approaches abhamantérting the provider, it
updates afriend-checlk{remembering the old list, however). On contact with another device, ittepda
ascomplete copy

propagated list: Each device includes the DRL of all devices it has contacted.
Update ond1 < P: drlg; := (drlg; U friends ;) N drl.
Update ond! < d2: drlgy, friends g, := drlg; U drlge, friends  ; U {d2}.

Depending on the interconnectivity of devices, the entire DRL could quigdide on each device
(equivalent to the “six degrees of separation” idea, which roughly statet everyone is at most six
handshakes away from every other person on the planet). In thigorapagated listvould be a complex
version ofcomplete copy A size-limiting refinement opropagated listis to not simply forward all
incoming DRLs, but only forward those devices on the DRL with which a dekis had contact itself.
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To this end, the per-device DRL is partitioned in twerlf ;; lists those revoked devices, with which
d1has had contactresty; accumulates the DRLs learned from other devices.d8g, = self ;; U
rest .

With this in mind,propagated lisis refined as follows.

restricted propagation: each device includes the DRL of all devices it has contacted, but ddes no
propagate this further.
Update ond! < P: self ;; := friends; N drl.
Update ond! < d2: restqy, friends g; := restq; U self 4o, friends ;; U {d2}.

Note that, given the partitioning of the DRL into two, another approach is toatalithe received
DRLs before further propagation.

validated propagation: propagated lists are only included after validation by the provider.
Update ond! < P: drlg; := (self 4; U restq; U friends ;) N dri.
Update ond! < d2: rest gy, friends g; := restq; U self 4, friends g; U {d2}.

Remark that this is a sanitised versionppbpagated listasdrly; = self ;; U resty;. Hence, this
distribution model is not considered further.

Of the above schemes, restricted propagation seems to offer the besttirad list length versus
usefulness of the DRL. On a further note, the impact of a corrupted RRLbe limited if each device
cleans its DRL every time it contacts the providérig; := drly; N L). This would also allow the
provider to “un-revoke” devices.

To get a feeling for the inherent effectiveness and list size of a glisribution scheme, the distri-
bution schemes are examined in the following setting.

Use case Given the number of devices = 107 and the fraction of compromised devices= 103
(i.e. the number of compromised devices is in the ordei0dj. Assume that the devices interact via a
network structure, each device interacting witlother devices, that no three devices interact (i.e. the
number of unique neighbours of second degrége-igk — 1)), and that secure memory can only hold a
list of at most 10 id’s (due to memory limitations). Assume additionally that any comiged device is
aware of the distribution of the list, and so knows which devices list it andiwdoaot. Furthermore, we
assume a compromised device can contact any other device (i.e. theyfdibavothe network structure,
but choose with whom to interact without restrictions).

The restricted propagation scheme will only revoke compromised devidastidsact with a device
or with a neighbour of the device.

To calculate with how many different devices a device can have interaghii@, limiting the inter-
actions with compromised devices, consider the following.

complete copy: Each device needs to store the complete DRL, which consists of= 10* entries.
This list cannot be stored in secure memory.

friends-check: Each device needs to store only those compromised devices it encounterdue list
size ise - k. For a maximum list size of 10, this distribution scheme can accommodate networks
of uptok = 10%.
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propagated list: After every interaction, the DRL can only grow. Given the extremely ragtddal
connected network, this means that eventually, every revoked devicbanilsted. The time it
takes for this to happen depends on the degree of separation. Withintihg sketched above,
the degree of separation is approximatgf:.™:.

restricted propagation: The number of entries in the per-device DRL depends on the number of inter
actions as followse - neighbours 15t degree - neighbours 2" degree. For a maximum list size of
10 this mean$.001 - (k2 — k) < 10, which is approximately:> < 10%. Hence this suffices for
interacting with up to 100 different, unique devices.

In order to measure the effectiveness of a distribution method, we comgiddimiting a scheme is
for a compromised device. This is equal to the number of compliant devices lidts a compromised
device —i.e., the number of devices that will not interact with a compromisadadéNote that due to our
assumption that a compromised device (or its owner) is aware of which ddisté and may contact
any other device, compromised devices may be considered to be unifortnigudisd throughout the set
of devices. Hence, the number of devices not interacting with a specifipromised device is equal to
the average size of the per-device DRL. So given the uniformity assumghtismmetric is equal to the
size of the list, which was discussed above.

5. Formal analysis

In this section we describe the steps followed to formally verify that NuovdRhieves its design
goals. Our approach is based on finite-state model checking [12], vtmschally) requires negligible
human intervention and, moreover, produces concrete counterexaimplestack traces, if the design
fails to satisfy a desired property. It can therefore be effectively rated into the design phase. How-
ever, a complete security proof of the system cannot, in general, bdigstaldby model checking. For
an overview on formal methods for verifying security protocols see.[28] we base our approach on
finite-state model-checking, our formal verification must have a finite numiostates and thus neces-
sarily concerns a limited instance of the system. Our formal verification caedre as a sequence of
steps: first, we specify the protocol and the intruder model inabrRL process algebraic language and
generate the corresponding model usingitbheL tool set (version 2.17.12). Second, we state the desired
properties in the regular (alternation-freeyalculus, and, finally, check the protocol model with regard
to the properties in theADP tool set. These steps are described in detail below.

To highlight important processing steps in the protocols, we now introdawaralabstractactions.
These are used in the formalisation process to define desired behadithegprotocol.

request(d1,h(c),r, P) Executed at step 4 in both the P2C and (with appropriate parameters) the C2C
protocols by the receiving device, this action indicates the start of theaagetfrom the receiving
device’s point of view.

paid (P, h(c),r, d1) Executed at step 5 of the P2C protocol Bythis action indicates reception of the
payment order and sending of contentit

update(d1,h(c),r, P) Executed after accepting the message of step 5 of the P2C protoddl, yis
action indicates the successful termination of the exchange digspoint of view.
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request(d2, h(c),r’', P) Executed at stef” of the C2C recovery protocol by2.
paid(P, h(c),r’, d2) Executed at stef” of the C2C recovery protocol b#.

update(d2, h(c),r’', P) Executed after acceptance of the message oftepthe C2C recovery proto-
col by d2.

5.1. Formal specification of Nuovo DRM

The complex structure of Nuovo DRM calls for an expressive specificddioguage. We have forma-
lized’” the Nuovo DRM scheme incRrL, a language for specifying and verifying distributed systems and
protocols in an algebraic style [20]. ACRL specification describes a labelled transition system (LTS),
in which states represent process terms and edges are labelled with.attiepgRrL tool set [8, 7], to-
gether withcaDpp [17] which acts as its back-end, features visualisation, simulation, symbadlictien,
(distributed) state space generation and reduction, model checkingewrdithproving capabilities.

We model a security protocol as an asynchronous composition of a fimiteenof non-deterministic
named processes. These processes model roles of honest padiaipédue protocol. Processes com-
municate by sending and receiving messages. A message ism@a pailq, ¢), whereq is the identity
of the intended receiver process (so that the network can route thegeetsits destination) and
is the content of the message. To send or receive a messageparticipanty performs the actions
send(p, m) or recv(p, m), respectively. Apart fronsend andrecv, all other actions of processes are
assumed internal, i.e. not communicating with other participants. These arelgyatiions that typi-
cally denote security claims of protocol participants (eyglate in Section 4.3). Here, we only present
a uCRL specification of the honest customer role in the P2C protocol arcka model of the intruder.
For a complete specification of Nuovo DRM see [24]. We start with a brieddtction topuCRL, which
suffices to understand the formal protocols.

5.1.1. TheuCRL specification language

In a uCRL specification, processes are represented by process terms, whichbeehe order in which
the actions may happen in a process. A process term consists of actioa aatheecursion variables
combined by process algebraic operators. The operatoasnd ‘+' are used for the sequential and
alternative composition (“choice”) of processes, respectively. Theqss expressiagn< b > ¢, whereb

is a term of typeBool andp andq are processes, behaves liké b is true, and like if b is false. The
predefined actior represents a deadlock, i.e. from then on, no action can be perfornmedprocess
Z P(d), whereA is a (possibly infinite) data domain, behavesPdd;) + P(ds) + - - - .

deA

5.1.2. The customer process

In CRL specification 1 we specify the customer’s compliant device role in the P2Gqoi@f the Nuovo
DRM scheme. In this specificatioNonce and Key represent the finite set of nonces and keys available
in the protocol, respectively. The getis d1’s local collection of content-right bundles,; denotes the
nonce that is available t@z in the current protocol round, and the functiamt : Nonce — Nonce,

"Available fromhttp: //www.cs.vu.nl/paradiso/formal.php
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generates a fresh random nonce, given a seed. To simplify the tatiserwe remove the identities
of senders and intended receivers from messages. Note that argpdiscy in the received content is
automatically detected in this code: in the last message, if the first part dbagnee with the initial
h(c), the message will not be accepted.

pCRL specification 1Customer device in the P2C protocol

d1(Q,ng;s) = Z recv(P, h(c),r).send(d1,nq;).

rE Rgts
ceCont

Z recv({n, nas, di}u(p))-

n€ Nonce

send({naz, n, h(c), 7, P} (d1))-request(dl, h(c),r, d1).

Z recv({ch i, {K}pr(ar), {7 na1 }sk(p)y)-update(d1, h(c),r, P).
KeKey
d1(QU {{c,r)}, nzt(ngy))

5.1.3. Communication models

We consider two different communication models. The first is a synchenommunication model
that is used to verify the effectiveness property (goal G1). No intrigdpresent in this model and all
participants are honest. A procagssan send a messageto ¢ only if ¢ can at the same time receive it
from p. The synchronisation between these is denotad (p, m, ¢), which formalizes thep — ¢ : m”
notation of Sections 3 and 4. In order to verify the properties G2—-G4symchronous communication
model is used where the intruder has complete control over the communicatitam Méen a process
sends a message with the intention that it should be received dpyit is in fact the intruder that receives
it, and it is only from the intruder that may receiven. The communications between participants of
a protocol, via the intruder, are thus asynchronous and, moreovartieiant has no guarantees about
the origins of the messages it receives.

5.1.4. Intruder model

We follow the approach of Dolev and Yao to model the intruder [14], with sdewations as described
below. The Dolev-Yao (DY) intruder has complete control over the nétwibintercepts and remembers
all transmitted messages, it can encrypt, decrypt and sigh message®ifd ¥re corresponding keys, it
can compose and send new messages using its knowledge and can rededsg messages in favour of
others being communicated. As it has complete control over communication medissume it plays
the role of the communication media. All messages are thus channelled threugtirtider. Under
the perfect cryptography assumption, this intruder has been shown tteelbrmost powerful attacker
model [11]. In our formalisation, this intruder is a non-deterministic protiessexhausts all possible
sequences of actions, resulting in an LTS which can subsequently balfprchecked. Note that the
intruder is not necessarily an outside party: it may be a legitimate, though maligitayer in the
protocol.
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The intruder model used here is different from the DY intruder in two maieets. These differences
stem from the characteristics of the DRM scheme and its requirements:

I1 Trusted devices, that play a crucial role in these protocols, signiffyjchmit the power of the
intrudef. However, the intruder has the ability to deliberately turn off its (otherwissterl)
devices. This has been reflected in our model by allowing the devicesottedtby the intruder
to non-deterministically choose between continuing or quitting the protocadt step, except
when performing atomic actions. Therefore, in the model, all non-atomic actiohthe devices
operated by the intruder are rewritten with+ off. Note that the intruder cannot violate the
atomicity of actions for compliant devices. We verify the protocols in the piasef this enriched
intruder model to capture possible security threats posed by these haisavio

I2 Liveness properties of protocols cannot in general be proveriDYhmodel since the intruder can
block all communications. To achieve fairness, essentially a livenesenydqsee Section 4.1),
optimistic fair exchange protocols often rely on a “resilient communicationrelagR CC) as-
sumption, see for example [26]RCC guarantees that all transmitted messages evidintually
reach their destination, provided a recipient for them exists [3]. Thewebr of our intruder
model is limited byRCC, in that it may not indefinitely block the network. Since the intruder
is a non-deterministic process in our model, in order to exclude executionadlete RCC, we
impose a fairness constraimin the resulting LTS. To denote communications not required by
the RCC, we use the action modifieon regular communication actions (in actissnd® and
com?®). A protocol has to achieve its goals even when executions contading actions are
avoided. A formal treatment of these issues is beyond the scope of thés aagh can be found
in [10].

As a minor deviation from DY, the intruder process performs the abstcdicnarcvealed when it
gets access to a non-encrypted version of any DRM-protected caistérdicate violation of the secrecy
requirement(=2). This action is of course not triggered when the intruder merely rerateitem using
its trusted device, which is a normal behaviour in the system.

In CRL specification 2 Agent represents the set of all honest participants of the protocohésnd
represents the set of all messag&sis the intruder’s knowledge seY. contains messages buffered for
delivery. The set operatorsand\ have their usual meanings. The sgtth(X ) represents the (infinite)
set of messages that the intruder is able to synthesise from the messagexinesg. by applying
pairing, signing and so on. For a complete description of this model plefese¢ad9].

5.2. Regularpu-calculus

The design goals of Nuovo DRM (G1-G4) are encoded in the regutadculus [28]. This logic covers
the Nuovo DRM’s design goals in its entirety, both safety and livenesspandally incorporates data
parameters that are exchanged in the protocols. The alternationdggeent of the regulai-calculus
can be efficiently model checked [28], and all the formulae that we heséed are in this fragment. A
short account of this logic is presented below.

8In our formalisation we ignore the possibility of tampering trusted devicasun@rmeasures for such cases are discussed
in [24, 30].

9Two different notions of fairness are used in this paper: fairnessdhamge (see G4) and fairness constraint of an LTS, which
informally states that each process of the system has to be given adagecto execute [12].
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pCRL specification 2Intruder model
I(X)Y) = Z recv(p,m,I).I(X U{m}, Y U{m}) +

pEeAgent
meMsg

> send(I,m,p).I(X,Y \{m})dm €Y >6+

pEAgent
meEMsg

Z send®(I,m,p).](X,Y)<xm € synth(X)\ Y > 6 +

pEAgent
meEMsg

Z revealed(m).d <A m € synth(X) > 6

me Cont

a = a€A|-alagANag|agVas
= o BB | B
o u= F|T|p1Vea|lerNpa| (Bl Ble| nX.e

=
I

Table 1. (Partial) syntax of regularcalculus, adapted from [28]

Regularp-calculus consists ofegular formulaeand state formulae Regular formulae, describ-
ing sets of traces, are built up@ttion formulaeand the standard regular expression operators. We
use ‘7, V', ‘=" and "’ for concatenation, choice, complement and transitive-reflexive mdosaspec-
tively, of regular formulae. The syntax of regular formulae as used im¢xesection® is ranged over
by 5 in Table 1. Variablez ranges over primitive actions from the sét such asend andrecv. In
addition to this, the following notation is used? denotes no actionf{ = a A —a), T" denotes any
action (' = —F), and the wild-card action parameterrepresents any parameter of an action (e.g.
com(—, —, —) represents any communication action).

State formulae, which express properties of states, are construategdropositional variables, stan-
dard Boolean operators, the possibility modal operétor) (used here in the forn3) T to express the
existence of an execution of the protocol for which the regular formutelds), the necessity modal
operator|- - - | (used here in the forrG]F to express that, for all executions of the protocol, the regular
formula 8 does not hold) and the minimal and maximal fixed point operaiaadv. A state satisfies
uX. G iff it belongs to the minimal solution of the fixed point equatidh= G(X), G being a state
formula andX a set of states. The symbdisandT are also used in state formulae. In state formulae
they denote the empty set and the entire state space, respectively. Tdedstate formulae as used in
the next sections is ranged over pyn Table 1.

5.2.1. Formalisation of Nuovo’s goals

This section describes the requirements stated by Nuovo DRM’s goals3Gi iGe regulap.-calculus.
Below, the intent of these goals is captured formally. This serves to familidwgéseeader with the core

Table 1 restricts itself to the portion of the syntax used in this document. Fimafsyntax is fully described in [28].
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formal expressions used in Section 5.3, where the goals are fully formal&een the complex nature
of fairness (goal G4), a concise formalisation here is omitted in lieu of axple@ation in Section 5.3.

G1 (effectiveness).Effectiveness means that each purchase request is inevitably despion and each
received item is preceded by its payment. The first requirement is ethdydstating that after
a request occurs in a trace, a matchinglate action must eventually follow. For a deviecH
requesting content from providerP with rightsr, this is formalised as follows:

[T*.request(d1, m,r, P)] uX.((T)T A [~update(d1,m,r, P)]X)

The second requirement is encoded by stating thatmtate action occurs without a prece-
ding, matchingpaid action. For a devic@! updating with contentn and rightsr received from
provider P, this is formalised as

[(—paid(P,m,r, d1))*.update(d1, m,r, P)|F

G2 (secrecy).G2, and the following goals, are checked in presence of an intrudere&eis achieved
when the intruder never acquires unprotected content. As mentioned tiorSB¢the abstract
actionrevealed(m) denotes the intruder learning unprotected contentience, this action should
never occur. This is formalised as

[T*.revealed(m)]F

G3 (resisting content masquerading).Content masquerading occurs when a device accepts a bundle
of content and rights it did not request. Non-occurrence of this situetimnmalised for device 1
and contentin, rightsr from P as

[(—request(dl,m,r, P))*.update(d1,m,r, P)|F

5.3. Analysis results

In this section we describe the results obtained from the formal analysie bitibvo DRM scheme. Our
analysis has the following properties: the intruder is allowed to have atwesdhounded resources of
data (like fresh nonces), should it need them to exploit the protocol. Wsider only a finite number
of concurrent sessions of the protocol, i.e. each participant is prbadmite number of fresh nonces
to start new exchange sessions. Although this does not, in generadifuiens proof of security for a
protocol, in many practical situations it suffices. As security of cryptolgiaprotocols is not decidable
(e.g. see [13]), a trade-off has to be made between completeness obdiegnd their automation. Our
analysis method is fully automatic, evaluating specific use cases in specifigséémdetailed below).
Following [14], we assume perfect cryptography and do not consitiecks resulting from weaknesses
of the cryptographic primitives used in protocols. Type-flaw atthciee also omitted from our analysis.
These can, in any case, be easily prevented [23].

Our formal analysis consists of two scenarios. A scenario explicitly tescone specific execution
of the protocol, with specific actors, specific assumptions and a specitidantmodel. The first scenario
verifies effectiveness (G1) while using the synchronous communicatidelnbdSection 5.1, in absence
of an intruder. The second scenario uses the asynchronous comtimminadel of Section 5.1 and the

YA type-flaw attack happens when a field in a message that was originallgéttén have one type is interpreted as having
another type.
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modified DY intruder model of Section 5.1.4 to verify the remaining properti@s@a). Both scenarios
operate under the assumptions of Section 4.2. Both scenarios desceb&@ with two compliant
devicesd! and d2, three different pieces of content and two different rights, the figstt rallowing
to resell the second. In the second scenario, these are controllenofaimpered) by the intruder of
Section 5.1. BelowpP, as before, represents the trusted content provider. The formulae fiollibwing
results use abstract actions to improve the readability of the proved theorkese actions are explained
in Sections 4.3 and 5.1. A complete formalisation of these actions can be fo[@#].in

5.3.1. Honest scenari®,

ScenarioSy describes the interaction between 1 provider and 2 devitesiid d2). The communica-
tion network is assumed operational and no malicious agent is present.cdmaris runs as follows:
deviced1 is ordered to buy an item and reselling rights frédt Then, d! resells the purchased item
to d2. As this scenario is only intended as a sanity check for the protocol, werbeldgrect behaviour
in this scenario with two devices running multiple instances of the protocol isgssapporting evidence
for that in general. For that reason, as well as the increased compatdtiad of having more devices,
we limited this scenario to only two devices. The scenario was checked usiEgAhUATOR 3.0 model
checker from theeADP tool set, confirming that it is deadlock-free, and effective as spedféalv.

Result 1. Nuovo DRM is effective for scenarify, meaning that it satisfies the following properties:

1. Each purchase request is inevitably responded.

VYm € Cont, r € Rgts. [T*.request(dl,m,r, P)] uX.((T)T A [~update(dI,m,r, P)]X) A
[T*.request(d2, m,r,d1)] uX.((T)T A [~update(d2, m,r,d1)]X)

2. Each received item is preceded by its payment.

Ym € Cont, r € Rgts. [(—paid(P,m,r,d1))*.update(dl, m,r, P)|F A
[(—paid(d1,m,r, d2))*.update(d2, m,r, d1)]F

5.3.2. Dishonest scenari®;

ScenarioS; describes the interaction of an intruder2 compliant deviceg? andd2, and 3 providers.
The intruder controls the communication network and is the owner of dedicesid d2. The intruder
can instruct the compliant devices to purchase items and rights from thiel@rd®, exchange items
between themselves and resolve a pending transaction. Moreover,nipfiasd deviced! can non-
deterministically choose between following or aborting the protocol at eteg) shich models the
ability of the intruder to turn the device off (see 11 in Section 5.1). We modektleoncurrent runs of
the content provideP, and three sequential runs of eachdéfandd2. Although this is again a limited
setting, the intruder capabilities are as strong as in a setting with more deviddfsgAnore devices
would increase the number of honest users, not increase the capabflitesintruder. This reasoning
coupled with the computational power necessary to handle the generatiom sthte space directed us
to limit the scenario thusly. The resulting model was checked using¥aelTOR 3.0 model checker
from thecADP tool set and the following results were proven.
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Result 2. Nuovo DRM provides secrecy in scenatip, i.e. no protected content is revealed to the in-
truder (see Section 5.1).

VYm € Cont. [T*.revealed(m)|F

Result 3. Nuovo DRM resists content masquerading attacks irensuring that a compliant device only
receives the content which it has requested.

Va € {d1,d2}, m € Cont, r € Rgts. [(—request(dl,m,r,d2))* . update(d1, m,r, d2)]F A
[(—request(d2,m,r, d1))*.update(d2, m,r, d1)]F A
[(—request(a,m,r, P))*.update(a, m,r, P)]F.

Besides, the intruder cannot feed the self-fabricated contgrib compliant devices:

Va € {d1,d2}, r € Rgts. [T*.update(dl,mg,r,d2)]F A
[T*.update(d2, mg,r, d1)]F A
[T*.update(a, mg,r, P)]F.

Result 4. Nuovo DRM provides strong fairness for P, i.e. no compliant device receives a protected
content, unless the corresponding payment has been mdte to

Va € {d1,d2}, m € Cont, r € Rgts. [(—paid(P,m,r,a))* . update(a, m,r, P)|F
A
[T*.update(a, m,r, P).(—paid(P,m,r,a))*.
update(a, m,r, P)|F

Result 5. Nuovo DRM provides strong fairness iy for d2, as formalised belo¥t:

1. As a customer: if a compliant device pays (a provider or reseller deface content, it will
eventually receive €.

Note that there are only finitely many TTPs available in the model, so the intindefinciple,

can keep all of them busy, preventing other participants from resolveiggkending transactions.
This corresponds to a denial of service attack in practice, which can beataiigamong other
ways, by putting time limits on transactions with TTPs. Since we abstract away tirsperts
here, instead, the actidnst;;, is used to indicate that all TTPs in the model are exhausted by the
intruder. In other words, as long as this action has not occurred yeg, ithstill at least one TTP
available to resort to.

2Strong fairness fotl? is not guaranteed here, as it can abort the protocol prematurelyotdgat guarantees security only
for the participants that follow the protocol.

13The fairness constraint used in the formulae corresponds to the stotiag of fairness in [19]:V0. F°° enabled(8) =
F executed(0).
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Vm € Cont, r € Rgts. [T*.request(d2, m,r, P).(=(update(d2, m,r, P)))*|

((mecom®(—, —, —))*.(update(d2,m,r, P)))T
A
Vm € Cont, r € Rgts. [T*.request(d2,m,r, d1).(—(resolves(d2) V update(d2, m,r,d1)))*]
((mecom®(—, —, =))*.(resolves(d2) V update(d2,m,r,d1)))T
A

[(mlastyy,)* . request(d2, m,r, d1).(—lasty, )*.resolves(d2).
(—(update(d2,m,r, P) V lastyy))*]
((mecom®(—, —, =))*.update(d2,m,r, P))T

2. As areseller: no compliant device receives a content from a redellare, unless the correspond-
ing payment has already been made to the reseller.

Ym € Cont, r € Rgts. [(—paid(d2,m,r, d1))*.update(d1, m,r, d2)|F
A
[T*.update(d1,m,r, d2).(-paid(d2, m,r, d1))* .update(d1,m,r, d2)|F

Note that the strong fairness notion that is formalised and checked Hesersas the timeliness property
of goal G4, simply because whe? starts the resolve protocol, which it can autonomously do, it always
recovers to a fair state without any help fratt.

Lemma 5.1. Nuovo DRM achieves its design goals G1-G4 in scena$ipand.S;.

Proof:

G1 is achieved based on Result 1;
Result 2 implies G2;

Result 3 guarantees achieving G3;
Results 4 and 5 guarantee G4.

O

Note that Lemma 5.1 does not prove that Nuovo DRM achieves its design igoalls possible
scenarios. It does support and provide credence for this statement.

6. Conclusions & future work

We have formally analysed the NPGCT DRM scheme and found two vulneragifities protocols. The
scheme was subsequently extended to address these vulnerabilitiesyadd procedures for detection
and revocation of compromised devices.

The extended scheme, Nuovo DRM, is inherently complicated (as many oRdrddhemes are)
and, thus, error prone. This calls for expressive and powenfoidbverification tools to provide a certain
degree of confidence in the security and fairness of the system. Weahalysed and validated our
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design goals on a finite model of Nuovo DRM. This is of course no silver hulle formal verification
is not complete as it abstracts away many details of the system.

To support a practical implementation of Nuovo DRM, the possibility of compredigvices has to
be taken into account. To this end, procedures for both detection anchtén of compromised devices
are introduced by Nuovo DRM. The distribution of revocation lists was dised, and several alternative
distribution models were compared.

As future work, we are considering several extensions to the fornadysia. For example, the ac-
countability of the provider, which is taken as non-disputable in this studybeaverified. Additionally,
possible privacy concerns of customers and the payment phase icaotporated into the formal model.

The comparison of the various distribution models for revocation lists (edpyethe effectiveness
of said models) is strongly influenced by the assumed uniformity of the netwiar@nnected devices.
As future work, we intend to investigate the notion of effectiveness in aulei$srm setting.
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