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where {[[m]]k}sk(A) = {m}sk(A) and
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|||||||| acquiring privacy

Introduction

= secret initial knowledge
-privacy in voting

" encyption, {m}x, 1M }pk(a)
= signatures, {m}(a)

-setting

Syntax

Semantics

= homomorphic encyption, {m
= blind signatures, [m]x

& where {[m]x}skca) F {m}ska) and
Application {Imll}k R {Imzl}k = {Iml b m2|}k;

wrapping up

Privacy

Attacking privacy

= privacy-enhancing communication
a. public channel

b. anonymous channel

C. untappable channel
- authority — voter
- voter— authority
- voter« authority
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Wil setting

Introduction

= ] voter, 1 vote.
auiting ooy = every vote has equal weight.
- -
— = election process is phased.

Syntax = how voters vote is given (7).
Semants = cast votes made public in last phase (RB).
Privacy

m result is a function on R5.

Attacking privacy

Application

wrapping up
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Wil terms

m votersv € V
candidates c € C
St Servation choice function v: V — C
-specifying agents .
voting system m sets: variables Vars, keys Keys, nonces Nonces
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privacy Terms: ¢ ::=wvar [ c|n| k| (p1,92) | {¢}e [ {ele | [¢]k-

Attacking privacy

Matching: match(yp,, vp) =
Ve =y V p € Vars V
( Jpas o, k= mateh(eg, 0)) A ((ea ={eate A oo ={ep}e) V
(Pa = ealr Avs = Apple) V (9o = [@alr A oo = [ep]r)))
V (Jea, ¥, Py Ph t Pa = (s Pa) N ey = (Ph: PN
match (¢, ¢y ) A match(pl, o))
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wrapping up
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variable instantiation by vin(y,, ©) (skipped)
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||||| ||| term derivation

inroduction TU{pttF

Styntax T ©1, T+ ©2 — Tk (9017 902)

T+ (¢1, p2) = TFy1, TEg

voting syster THo, TFHE = T F{o1}n

SEEE T+{pi}r, THE? — T ¢

i T+o,THE = T+ {erlte

Attacking privacy T |_ {|901 I}k) T I_ k_l — T |_ 901

Appleter Tto, THE — T+ [eals

T T+ {[[Qplﬂk}sk(a)a TEE — T+ {Sol}sk(a)
TE{oihe, TF{p2le = T {p1 ® alr

closure: K = {p | KF ¢}
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INi.ln  specifying agents

Agent behaviour = list of events.

Introduction

Syntax

terms FEvents = {s(a,d’,p),r(a,d,p),as(a,a’,p),ar(a’,p),
-specifying agents

us(a,a’, o), ur(a,a’, p), phase(i)
| a,a’ € Agents, p € Terms,i € N}.

-voting system

Semantics

Privacy

Agent specification:

Attacking privacy

Application

Spec = P(Terms) x (Vars — Terms) x Events™.

wrapping up
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Iiln  voting system

Definition 1 (voting system) The class of voting systems,
Prot, 1s defined as Prot = Agents — Spec. Instantiation of a

Introduction

Syntax

toms voting system VS € Prot with choice function ~ is denoted as
:s%réncifyeirqg\glzlgognts VS (’y) VS (fy) (CL) —

Semantics VS(@) |f @ Q/ V

Privacy .

tacking ey (m1 (VS(a)), e (m2(VS(a))), m3(VS(a))) facV

Application

where p, = ve — y(a).

wrapping up
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||||| ||| operational semantics

m send:

/

ka ="' Nsp=a: (ko,p,8(a,y,0) - 0) ESAulp) =
(K1, 8) 222 (5, U {e'}, SU{a: (ka s o)} \ {p} )
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5D, = a: (Ka, o, us(a,b,0a) - 7a) € S Aka b ¢ A pta(pa) = ¢’ A
spy = b: (kb, o, ur(a, b, p) - o) € S A py, = vin(pa, pi(p)) © iy A match(pa, o (es))
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||||| ||| operational semantics

m send: / /
ka |_g0 /\Sp:CLI (ka,,u,s(a,y,gp)-a) < S/\M(SO) — ¥
s(a,y,o’) ,
(K1,8) ——= (K1 U{¢'},SU{a: (ka,p,0)}\ {sp})
m receive:

KitpAsp=a: (ka;p,7(z,0,¢") - 0) € S AP = vm(p, u(¢’)) o p A match(yp, u(¢’))
(K1, 8) 229 (Kp, S U{a: (ka U{p}, o)} \ {sp})

= untappable communication:
5D, = a: (Ka, o, us(a,b,0a) - 7a) € S Aka b ¢ A pta(pa) = ¢’ A
spy = b: (kb, o, ur(a, b, p) - o) € S A py, = vin(pa, pi(p)) © iy A match(pa, o (es))
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® phase synchronisation:
Phase = {a: (kq, tta, phase(i) - 04) € S} AVa € Aut: a: (ka, pa, phase(i) - 04) € S

(K1, S) Phase®), (Kr,SU{a: (ka, tta,04a) | a: (ka, tta, phase(i) - 04) € S} \ Phase)
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Wil traces

Traces are lists of labels:

Introduction

SIS Labels = {S(CL, CL/, Qp)v ’I“(CL, aflv 90)7 CLS(CL,, Qp)v CL?“(CL/, Qp)v T,
Semantics phase(i) | a,a’ € Agents, p € Terms,i € N}.

-operational semantics

-traces

Privacy

Attacking privacy

Application

wrapping up
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i ln  traces

Traces are lists of labels:

Introduction

Syntax Labels = {S(CL, CL/, QO), ’I“(CL, CL,, @)7 as(ala Qp)v ar(a/’ gp)? T,
i)?one]?e[::)cr?al semantics pha/86<7/) ‘ a/’ a/ 6 Agents’ SO 6 Term87z E N}.
Privacy Traces of a voting system choice function ~:

Attacking privacy TT(VS(’Y)) — {Oé e Labels™ ‘ aA=qQg,...,0_1 N\

Application 350, . - ., Sn € State: so = (K9, VS(y)) A

WIBPRING Up VO<i<n:s — i1}
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Traces are lists of labels:

Introduction

Syntax Labels = {S(CL, CL/, QO), ’I“(CL, CL,, @)7 as(ala Qp)v ar(a/’ gp)? T,
i)?one]?e[::)cr?al semantics pha/86<7/) ‘ a/’ a/ 6 Agents’ SO 6 Term87z E N}.
Privacy Traces of a voting system choice function ~:

Attacking privacy TT(VS(’Y)) — {Oé e Labels™ ‘ aA=qQg,...,0_1 N\

Application 350, . - ., Sn € State: so = (K9, VS(y)) A

WIBPRING Up VO<i<n:s — i1}

Traces of VS:
Tr(VS)= () Tr(¥S(y))

vyeV—C
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|||||||| modelling privacy

Standard approach:
Intruder observes a trace t, with which traces ¢’ is this

compatible?

Introduction

Syntax

Semantics

_ Original idea:
“reinterpretation When can the intruder distinguish ¢ € Tr(VS(v)) from

-indistinguishability

-measuring privacy t/ -~ T’r' (VS (’7/) ) 7
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wrapping up
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Introduction
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_ Original idea:
“reinterpretation When can the intruder distinguish ¢ € Tr(VS(v)) from

-indistinguishability

-measuring privacy t/ -~ T’I“ (VS (’7/) ) ’)

Attacking privacy

Application

wrapping up

New idea:
When can the intruder distinguish Tr(VS(y)) from Tr(VS(vy'))?
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reinterpretation

Introduction

Syntax

Semantics

Privacy

-modelling privacy
-reinterpretation
-indistinguishability
-measuring privacy

Attacking privacy

Application

wrapping up

Definition 2 (reinterpretation (GHPVRO5)) Let p be a
permutation on the set of terms Terms and let K; be a
knowledge set. The map p is a semi-reinterpretation under K;
If it satisfies the following.

p(p) = p,forpeCU Nonces U Keys
pl(p1,02)) = (p(p1), p(p2))
p({ete) = {p()}tr, T K F o kV K- {0}y k!
p({elbe) = dp(@)le, F K@, kV Kr - {p}i, k™
p(leln) = le(@)]n, FK;En

Map p Is a reinterpretation under Ky iffitis a
semi-reinterpretation and its inverse p~! is a
semi-reinterpretation under p(K7y).
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i I indistinguishability

Definition 3 (trace indistinguishability) Traces t,t’ are
indistinguishable for the intruder, notation ¢ ~ t’ iff there exists

Introduction

Syntax . -
a reinterpretation p such that
Semantics
rivac " — 5723 — t/
Prvaey obstr(t') = p(obstr(t)) N K; = p(K7).
-reinterpretation
-measuring privacy
Alacng prvacy Definition 4 (choice indistinguishability) Given voting
Application system VS, choice functions ~,~" are indistinguishable to the
wrapping up Intruder, notation v ~,,s ~ iff

Vie Tr(VS(y)): ' € Tr(VS(H')): t ~t" A
Vi e Tr(VS(y)): 3t € Tr(VS(v)): t ~ t/
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measuring privacy

Introduction

Syntax

Semantics

Privacy

-modelling privacy
-reinterpretation
-indistinguishability
-measuring privacy

Attacking privacy

Application

wrapping up

Definition 5 (choice group) The choice group for a voting
system VS and a choice function ~ is given by

cg(VS,v) ={7 | v s 7'}

The choice group for a particular voter v, I.e. the set of
candidates indistinguishable from v’s chosen candidate, is
given by

cg,(VS, ) ={7'(v) | 7" € cg(VS,7) }.
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mi.ly  reca

Privacy techniques:

Introduction

Syntax .
= secret initial knowledge
Semantics .
s = encyption, {m}x, {m}pra)
Attacking privacy - Slgnatures’ {m}Sk(A)
recal - -
e = homomorphic encyption, {ml}
-modelling conspiracy . -
-receipt-freeness = blind Slgna'[ureS, [[m]]k
Application = alternate communication channels
wiapping Up a. public channel

b. anonymous channel
c. untappable channel
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Wi lil  conspiracy

Introduction
2. start-rf c. rf-relay
Syntax A /'\
Semantics 1. classic-rf a. rf-share b. rf-witnhess
A
Privacy : \/
vote-priv vote-priv

Attacking privacy

e — () (i

-conspiracy
-modelling conspiracy
-receipt-freeness

Application

wrapping up
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Wi lil  conspiracy

Introduction

Syntax

Semantics

Privacy

Attacking privacy

-recall

-conspiracy
-modelling conspiracy
-receipt-freeness

Application

wrapping up

2. start-rf c. rf-relay
A /'\
1. classic-rf a. rf-share b. rf-withess
A \/'
vote-priv vote-priv

(1) (i1

[ {o} if o € Vars
vars(v, ) U vars(v, op) if © = (¢q, ps)
vars(v, @)
if (p={¢'}x Vo={t V=[],
k € Keys,
) otherwise

vars(v, ) = <
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|||||||| modelling conspiracy

Introduction

Syntax

Semantics

Privacy

Attacking privacy

-recall
-conspiracy

-modelling conspiracy

-receipt-freeness

Application

wrapping up

= 51(v,5p) = sp - is(ky)
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|||||||| modelling conspiracy

Introduction

Syntax

Semantics

Privacy

Attacking privacy

-recall
-conspiracy

-modelling conspiracy

-receipt-freeness

Application

wrapping up

= 51(v,5p) = sp - is(ky)

m Jo(v, sp) = is(ky) - sp

ETH Zurich, 30 Sept 2008
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|||||||| modelling conspiracy

= 51(v,5p) = sp - is(ky)

Introduction

Syntax

m Jo(v, sp) = is(ky) - sp

Semantics

Privacy

|
Attacking privacy 5& U v s Sp

:::%?g:)iracy ur ag, ) ) ?’8(90) ) 5&(/07 Sp) If €V = ur(ag, v, QO)
i
T ev - 04 (v, sp) otherwise

-receipt-freeness

Application

wrapping up
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|||||||| modelling conspiracy

= 51(v,5p) = sp - is(ky)

Introduction

Syntax

m Jo(v, sp) = is(ky) - sp

Semantics

Privacy

m (v, ev-sp) =

Attacking privacy

i N ur(ag,v, ) - i1s(p) - dq(v, sp) If ev = ur(ag, v, )
ev - 0q(v, sp) otherwise
Application
wrapping up = Jp(v, ev - sp) =
[ is(vars(v, @) - ir(¢) - us(v, ag, ") - 6(v, sp)
X If ev = us(v, ag, @)
| ev - 0p(v, sp) otherwise
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|||||||| modelling conspiracy

= 51(v,5p) = sp - is(ky)

Introduction

Syntax

m Jo(v, sp) = is(ky) - sp

Semantics

Privacy

m (v, ev-sp) =

Attacking privacy

i N ur(ag,v, ) - i1s(p) - dq(v, sp) If ev = ur(ag, v, )
ev - 0q(v, sp) otherwise
Application
wrapping up = Jp(v, ev - sp) =
[ is(vars(v, @) - ir(¢) - us(v, ag, ") - 6(v, sp)
X If ev = us(v, ag, @)
| ev - 0p(v, sp) otherwise

m (v, sp) = (v, 64(v, $P)).
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Wil receipt-freeness

classical notion:

Introduction

Syntax

Vv, y: ‘cgi(VS,v)‘ > 1.

Semantics

Our definition:

Privacy

Attacking privacy

-recall Definition 6 (receipt-freeness) Voting system VS is

-conspiracy . oL . S
-modelling conspiracy receipt-free for conspiring behaviour ¢ iff

Application \V/’U - V, Y ~ V — C: Cg:}(VS, /7) — CgU<VS77>

wrapping up
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|||||||| Dutch elections

Introduction

Syntax

Semantics

Privacy

Attacking privacy

Application

-Dutch elections

-ThreeBallot

wrapping up

CDA Wilders SP
CDA-1 0O | Wilders-1 [ SP-1 [
CDA-z [ | Wilders-y [ SP-z [0

vote for candidate = implicit vote for party.

Problems:

= reducing privacy to party may suffice
= elimination of one particular party may suffice.

ETH Zurich, 30 Sept 2008
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|||||||| ThreeBallot

Introduction

Syntax

Semantics

Privacy

Attacking privacy

Application

-Dutch elections
-ThreeBallot

wrapping up

ballot 1a ballot 1b ballot 1c
canl [ canl [ canl [
can N [ can N [ can N [
Identifier 1a || identifier 1b || identifier 1c
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|||||||| ThreeBallot

niroduction ballot 1a ballot 1b ballot 1c

S

— canl 0O |canl 0O |canl O
Semantics

Privacy . . . . . c
Attacking privacy can N l:l can N D can N |:|
Application identifier 1a || identifier 1b || identifier 1c
-Dutch elections

-ThreeBallot

wrapping up

= not all sub-ballots form correct ballots:
cgs(8BS,7) C cg,(3BS, 7).
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|||||||| ThreeBallot

Introduction

Syntax

Semantics

Privacy

Attacking privacy

Application

-Dutch elections
-ThreeBallot

wrapping up

ballot 1a ballot 1b ballot 1c
canl [ canl [ canl [
can N [ can N [ can N [
Identifier 1a || identifier 1b || identifier 1c

cgs(8BS,7) C cg,(3BS, 7).
= signhature attack:
cg%(3BS,7) C cgl(3BS,7).

= not all sub-ballots form correct ballots:

ETH Zurich, 30 Sept 2008

Quantifying voter-controlled privacy - p. 20/22



Wil concluding

Future work:

Introduction

Syntax

= extend syntax (deterministic and non-deterministic choice)

Semantics

extend definitions (coercion resistance)

Privacy

m consider spec transformations of authorities

Attacking privacy

= detailed application

Application

| extend with probabilism (election result)
wrapping up
-concluding
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i ln  final slide

Introduction

Thank you for your attention.

Syntax

Semantics

Privacy

Questions?

Attacking privacy

Application

wrapping up
-concluding
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