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il whoami

= PhD from TU/e, UL
- TU/e: Formal Methods group (Baeten)
- UL: Security and Trust of Software Systems group (Mauw)

- Focusing on privacy in voting, DRM systems

= organised VotelD2009 in Luxembourg
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||i ||| motivation

privacy = tricky
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||||| ||| Dutch elections

Dutch ballot:
1. CDA e 18. SGP
1-1. X [] e 18-1. X []
1-13. Y [ ] 18-13. Y’ []
1-45. Z [ ]

Parties: CDA, VVD, PvdA, SP, Groenlinks, Wilders, LPF,
Christenunie, SGP, . ..
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||| || lesson

= Privacy is more than “for whom you voted”.
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||||| ||| Luxembourgian elections

Luxembourgian ballot:

1. ADR 7. KPL
1-1. J. Henckes [1 [] 7-1. P Back [ L[]
1-21. FE Zeutzius [ [ e 7-21. M. Tani [ [
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||||| ||| Luxembourgian elections

Luxembourgian ballot:

1. ADR 7. KPL
1-1. J.Henckes B N 7-1. P Back [ [
1-21. F Zeutzius [0 [ e 7-21. M. Tani [ [

= Voter marks 21 boxes.
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||||| ||| Luxembourgian elections

Luxembourgian ballot:

1. ADR 7. KPL
1-1. J.Henckes B N 7-1. P Back [ [
1-21. F Zeutzius [0 [ e 7-21. M. Tani [ [

= Voter marks 21 boxes.

= pick 2. That leaves (%) =

314,269,098,408,967,151,724,980,483,800 ways to fill in ballot.

VeriMag, 12 jan 2010 guantifying voter-controlled privacy - p. 7/34



i) tesson

= Privacy is more than “for whom you voted”.

= Privacy depends on all knowledge you have.
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|| helpful voters
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||||| ||| lessons / approach

= Privacy is more than “for whom you voted”.
= Privacy depends on all knowledge you have.
= Subjects may seek to reduce/renounce privacy.
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||||| ||| lessons / approach

= Privacy is more than “for whom you voted”.
= Privacy depends on all knowledge you have.
= Subjects may seek to reduce/renounce privacy.

—> quantify privacy
— base privacy on intruder knowledge
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||||| ||| lessons / approach

= Privacy is more than “for whom you voted”.
= Privacy depends on all knowledge you have.
= Subjects may seek to reduce/renounce privacy.

—> quantify privacy
—> base privacy on intruder knowledge
—> take conspiring voters into account
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||i ||| outline

= Model systems in process algebra

Preliminaries
-who am |
-motivation

-outline

“setting = Determine system behaviour

Syntax

Semartics = Determine privacy of behaviour

Privacy

Attacking privacy

Wrapping up
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il outline

= Model systems in process algebra

Preliminaries

-who am |
-motivation
-outline

“setting = Determine system behaviour

Syntax

Semartics = Determine privacy of behaviour

Privacy

Attacking privacy N Ote

= QU conspiring behaviour is trivially distinguishable from

non-conspiring behaviour
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il setting

= 1 voter, 1 vote.
-who am | ]
e aten = every vote has equal weight.
election process is phased.

Syntax

voter’s vote Is independent of voting system.

Semantics

Privacy

Attacking privacy

Wrapping up
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il terms

voters v € V, candidates ¢ € C
choice function v: V — C

Preliminaries

Syntax

-terms

-events

processes » var € Vars, k € Keys, n € Nonces

-voting system

— pairing, encryption

Privacy

Attacking privacy

Terms: g ==var|c|n| k| (p1,92) | {©}k-

Wrapping up

matching:

match (e, 0o, 0) = () = pa A dom(o) = fv(p,).
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||i ||| events

Phases, communication of terms:

Preliminaries

_ E?J — { S(CL, CL,,QD),T(OJ,OJ/,SO),
-processes / /

-voting system OJS(OJ, a, 90)7 OJT(OJ ? S0)7
Semantics U,S(CI,, CI,/, QO), ’LLT(CL, CL/, 90)7
Privacy ph(Z)

Attacking privacy

| a,a’ € Agents, p € Terms,i € N}.

Wrapping up
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N ||| processes

Process:

Preliminaries

s P = §|lew.P|P+ P|
-events

P<dpr=p> P | ev.X(p1,.-.,0n)

-voting system

Semantics

Privacy

where X (vary,...,var,) = P.

Attacking privacy

Wrapping up
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N ||| processes

Process:

Preliminaries

s P = §|lew.P|P+ P|
-events

P<dpr=p> P | ev.X(p1,.-.,0n)

-voting system

Semantics

Privacy

where X (vary,...,var,) = P.

Attacking privacy

Wrapping up

State of agent is knowledge + process:

Agstate = P(Terms) x Processes.
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| ||i ||| voting system

Preliminaries

Definition 1 (voting system)

Syntax
-terms
-events
-processes

— VotSys = Agents — Agstate.
Semantics
Bl Instantiation VS
Attacking privacy ,-y VS Y _
Wrapping up

VS(a) ifa gV

V57(a) = { (m(VS(a)),oq(m(VS(a))) ) ifaeV

where o, = vc — y(a).
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approach

Preliminaries

Syntax

Semantics
-approach

-readability

-agent (1)

-agent (2)

-agent (3)

-system semantics
-traces

Privacy

Attacking privacy

Wrapping up

system semantics — LTS
paths in LTS = traces

agent semantics — system semantics

set of traces specifies the behaviour of the system

State = P(Terms) x (Agents — Agstate).

Agent state: (K, knw,, P,).
Initial system state: (K7, VS).
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||| || receiving terms

Readability of terms:

Preliminaries

Syntax

Rd(knwg, @, ©o,0) = match(py, ©o,0) A

Semantics

-approach . /
VT, knwe U {pay = o(@'),
-agent (1)

-agent (2)

-agent (3)

-system semantics

-traces

Privacy

Attacking privacy

Wrapping up
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||| ||| receiving terms

Readability of terms:

Preliminaries

Syntax

Rd(knwg, @, ©o,0) = match(py, ©o,0) A

Semantics

-approach o /
VT, knwe U {pay = o(@'),
-agent (1)

-agent (2)

-agent (3)

-system semantics

Deconstruction of terms:

Privacy

'
Wrapping up 901

Y

Y

(1, 2) P
{o}ts kot

Attacking privacy

(1, 2)
{90}k

M1 T 1
NN
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N || agent semantics (1)

= send:
knw, F ¢ fv(p) =0

(K71, knw,, s(a,x,p).P) A7), (KrU{yp}, knw,, P)
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I Il agent semantics (1)

= send:
knw, F ¢ fv(p) =0

(K71, knw,, s(a,x,p).P) A7), (KrU{yp}, knw,, P)

= receive:
KrF ¢ V( )

(K7, knwg,r(z,a,p).P)

0 Rd(knw,, ¢, p,0)

"), (K, knw, U {¢'}, o(P))
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I Il agent semantics (1)

= send:
knw, F ¢ fv(p) =0

(K71, knw,, s(a,x,p).P) A7), (KrU{yp}, knw,, P)

= receive:
KrF ¢ V( )

(K7, knwg,r(z,a,p).P)

0 Rd(knw,, ¢, p,0)

"), (K, knw, U {¢'}, o(P))

= anoNymous receive:
K¢ ftv(p)=0  Rd(knw,, ¢, p,0)

(K71, knw,, ar(a, @).P) e, (K1, knw, U{¢'}, 0(P))

= untappable receive:
tv(¢) =0  Rd(knws, ¢, ¢,0)

(K, knw,, ur(z,a, ). P) ce > (K, knw, U{p'}, a(P))
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N || agent semantics (2)

= hon-deterministic choice:
(K1, knwg, P) = (K},lmw;,P{)

(K7, knw,, P, + Py) = (K}, knw'’ , P})
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I Il agent semantics (2)

= hon-deterministic choice:
(K1, knwg, P) = (K},knw;,P{)

(K7, knw,, P, + Py) = (K}, knw'’ , P})

= conditional choice:

(K7, knwe, Py) = (K", knw',, P) ©1 F gpg fv(pr) = fv(pg) =0
(K], knwa, Pl <] QY1 = P2 > PQ) (K}, /{:nw;, P2/)
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I Il agent semantics (2)

= hon-deterministic choice:
(K1, knwg, P) = (K},knw;,P{)

(K7, knw,, P, + Py) = (K}, knw'’ , P})

= conditional choice:

(K71, knwg, Py) — (K7, knwl,, Py) @1 # 7 fv(p1) = fv(ps) = 0

(K7, knw,, Py < @1 = g > P2) (K7, /{:nw;, )

= guarded recursion:
(K7, knwg, o(P)) = (K, knw',, P')
X (vary,...,var,) =P O = var| — ] 0---0Vvar, — ©,

(K7, knwge, X (01, ...,0,)) — (K', knw!, P')
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I Il agent semantics (3)

= phase synchronisation:
e N
Phase C {a @ (knw,, P,) € S| AP.: (Ky, knw,, P,) 20, (K1, knwg, P)}

Aut C {a € Agents | Iknw,, P,: a @ (knw,, P,) € Phase}
Phase’ = {a Q (knw,, P!) | 3P,: aQ (knw,, P,) € Phase A

(K1, knw,, P,) e, (K71, knwa, P,)}

(K1, S) o, (K7, Phase’ U S \ Phase)
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||| ||| system semantics

= NoNn-synchronous events:

(K7, knwg, P) = (K}, knw' , P') ev € Evposyne 0@ (knw,, P) € S
(K7, S) = (K', {a@ (knw’, P} U S\ {a@ (knw,, P)})
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||||| ||| system semantics

= NoNn-synchronous events:

(K7, knwg, P) = (K}, knw' , P') ev € Evposyne 0@ (knw,, P) € S
(K7, S) = (K', {a@ (knw’, P} U S\ {a@ (knw,, P)})

= Untappable communication:
(K1, knw,, P,) us(a’b’¢)> (K1, knwg, P)
(K], knwb, Pb) ur(a,b,gp)} (K], knwg, PI;)
so = {aQ (knw,, P,),bQ (knwy, P,)} so C S

(K7, S) 292 (K 1a@ (knw,, P1),b@ (knw), P)} U S\ so)
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traces

Preliminaries

Syntax

Semantics
-approach

-readability

-agent (1)

-agent (2)

-agent (3)

-system semantics

-traces

Privacy

Attacking privacy

Wrapping up

Tr(VS7) =

Traces of VS:

{a € Labels™ | a = ag,...,q,_1 N
3s0, ..., 8, € State: so = (K7, VSY) A
\V/OSZ<71 57;37%32-4_1}

Tr(VS) = U Tr(VS")

yeV—C
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Nl howto

Can the intruder tell for ¢, if t € Tr(VS™) or
te Tr(Vs7?)?

Preliminaries

Syntax

Semantics

Privacy

-reinterpretation

distinguishing Our approach: reinterpretation.

-measuring

Attacking privacy

Wrapping up
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|||| ||| reinterpretation

Definition 2 (reinterpretation (GHPRO05))

Preliminaries

Syntax

Semantics

Privacy

-how to
-reinterpretation

-distinguishing
-measuring

Attacking privacy ,0(]7) — p, for p E C U KGyS

wiapoing p((p1,2)) = (pler), p(p2))

p({©}r) {p(@)}e, T Ko, kV K E{p}e, k77
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I Il indistinguishability

Definition 3 (trace indistinguishability)
t ~t,

Preliminaries

Syntax

obstr(t") = p(obstr(t)) N Kt = p(KY).

Semantics

Privacy

-how to
-reinterpretation

-distinguishing

-measuring
Attacking privacy Definition 4 (choice indistinguishability)
Wrapping up

71 Zvs V2

Vie Tr(VS™): 3t € Tr(VS?): t~t' A
Vte Tr(WS?): It' € Tr(VS™): t ~t
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measuring

Preliminaries

Syntax

Semantics

Privacy

-how to
-reinterpretation

-distinguishing
-measuring

Attacking privacy

Wrapping up

Definition 5 (choice group)

cg(VS,vy) ={¥" | v = ¥}

cg,(VS,v) ={7'(v) | v € cg(VS,7) }.
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maintaining privacy

Preliminaries

Syntax

Semantics

Privacy

Attacking privacy

-maintaining privacy
-conspiracy

-event transformation
-process transformation
-conspiracy-resistance

Wrapping up

secret initial knowledge
encryption, {m}, {m}xa

homomorphic encyption, {m|

blind signatures, [m]
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||||| ||| maintaining privacy

N = secret initial knowledge

—_— = encryption, {m}x, {m} )
semants = homomorphic encyption, {m[}
e blind signatures, [m];

Attacking privacy
-maintaining privacy

-conspiracy

process transformaton privacy-enhancing communication

-conspiracy-resistance

a. public channel
b. anonymous channel

C. untappable channel
- authority — voter
- voter— authority
- voter<+ authority

Wrapping up
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||| ||| conspiracy

Preliminaries
2. start-rf c. ri-relay

Syntax A /'\

Semantics 1. classic-rf a. rf-share b. rf-witness

A

Privacy : \/
VOtG-pI’IV vote-prlv

Attacking privacy . oc

-maintaining privacy (|) (| |)

-conspiracy

-event transformation
-process transformation
-conspiracy-resistance

Wrapping up
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conspiracy

Preliminaries

Syntax

Semantics

Privacy

Attacking privacy

-maintaining privacy
conspiracy

-event transformation

-process transformation
-conspiracy-resistance

Wrapping up

2. start-rf

A

c. rf-relay

TN

1. classic-rf

a. rf-share b. rf-withess

A

vote-priv

(1)

\/'

vote-priv

(i1

= transform processes using ©;, where

i €{1,2,a,b,c}.
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conspiracy

Preliminaries

Syntax

Semantics

Privacy

Attacking privacy

-maintaining privacy
conspiracy

-event transformation

-process transformation
-conspiracy-resistance

Wrapping up

2. start-rf c. rf-relay
A /'\
1. classic-rf a. rf-share b. rf-withess
A \/'
vote-priv vote-priv

(1) (i1

= transform processes using ©;, where
i €{1,2,a,b,c}.

= transform events using 6;
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||| || event transformation

" 0,(v, ev) =

Preliminaries

Syntax ”U,’]”(G,g, ’SO) . 7;8(/0, SO) If €V = ur(a’g7 U? 90)
Semantics OtherW|Se

Privacy

Attacking privacy

-maintaining privacy
-conspiracy

-event transformation

-process transformation
-conspiracy-resistance

Wrapping up
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||| ||| event transformation

Preliminaries " QCL(/U7 6/0) —

Syntax ur(ag, v, ) . is(v, ) If ev = ur(ag,v, )

S ev otherwise

Privacy

Attacking privacy

-maintaining privacy

-conspiracy [ (95(?} ev) —

- !

- t f ti . .

s e ey is(v, vars(v, )) . ir(v, vars(v, ©’)) . us(v,ag, ©’)

Wrapping up X if ev = us(v,ag, ), for ¢ = freshvars(v, @)
L otherwise
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||| ||| event transformation

Preliminaries - ea(v7 6/0) —

Syntax ur(ag, v, ) . is(v, ) if ev = ur(ag,v, )

iéma”ms ev otherwise

T

Acpcing ey

* (v, ev) =

Eonepiacy resstance [ is(v,vars(v, ) . ir(v, vars(v, ¢)) . us(v, ag, ¢')

Wrapping up < if ev = us(v,ag, ), for ¢ = freshvars(v, @)
L otherwise

» 0.(v, ev) = O0y(v,0,(v, ev))
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process transformation

Preliminaries

Syntax

Semantics

Privacy

Attacking privacy

-maintaining privacy
-conspiracy

-event transformation
-conspiracy-resistance

Wrapping up

Os(v, P) = is(knw,).P

@i(’U,P) =
) if
is(v, knw,).d if
0;(v, ev).0;(v, P) if
< @i(v, P1> + @i(v, PQ) If

@Z‘(U, P1> 1p1 = P2 B> @Z‘(U, PQ) If

Hi(’U, G’U)-Y(Spla I 9071)7

ifP:X(gol,...

for fresh Y (vary, .

,on) A X (vary, .

1 #A1ANP =9
1=1ANP =9
P=ev.P

P=P +PF

P =P <o = 2> Py,
for 1,2 € Terms

..,var,) = 0,(v, P")

..,vary) = P’
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||||| ||| conspiracy-resistance

classical notion:

Preliminaries

szma:ncs Yo, v: |eg,(VS,v)| > 1.

Privacy

Atiacking privacy Improved definition:

-maintaining privacy
-conspiracy
-event transformation

Definition 6 (conspiracy-resistance)  We call
S voting system VS conspiracy-resistant for conspiring
behaviour : € {1,2,a,b, c} iff

YoeV,yeV —C:cg’(VS,7) = cg,(VS, 7).
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|||||||| concluding

Conclusions:

Preliminaries

Syntax

N = We can quantify privacy in voting

Privacy = enables detection of new attacks

Atacking privacy = lifted notion of anonymity group to voting

Wrapping up
-concluding

Future work:

= consider conspiring authorities

= defense strategies

= automated application

= extend with probabilism (election result)
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final slide

Preliminaries

Syntax

Semantics

Privacy

Attacking privacy

Wrapping up
-concluding

Thank you for your attention.

Questions?
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