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||||| ||| Dutch elections

Dutch ballot:
1. CDA e 18. SGP
1-1. X [] e 18-1. X []
1-13. Y [ ] 18-13. Y’ []
1-45. Z [ ]

Parties: CDA, VVD, PvdA, SP, Groenlinks, Wilders, LPF,
Christenunie, SGP, . ..
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||| || lesson

Privacy = tricky

= Privacy iIs more than “for whom you voted”.

-Lux elections
-helpful voters

Understanding privacy

Introduction

Privacy = tricky

Understanding privacy

Defining privacy

Attacking privacy

Wrapping up
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||||| ||| Luxembourgian elections

Luxembourgian ballot:

1. ADR 7. KPL
1-1. J. Henckes [1 [] 7-1. P Back [ L[]
1-21. FE Zeutzius [ [ e 7-21. M. Tani [ [
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= pick 2. That leaves (%) =

314,269,098,408,967,151,724,980,483,800 ways to fill in ballot.
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N lil approach

Privacy = tricky

= Quantify privacy.

Understanding privacy

introduction = Taking conspiring voters into account.

Privacy = tricky

Understanding privacy

= Based on the intruder’s knowledge.

Defining privacy
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||| ||| overview

Privacy is tricky (examples)

Privacy = tricky

Understanding privacy

= Understanding privacy
Introduction
Privacy = tricky " Deflne prlvacy
Understanding privacy
|
Defining privacy
iz cblliec] » What did we miss?

Wrapping up
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choice group:

contains all candidates, that a voter might have

chosen.
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-approach
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choice group:

contains all candidates, that a voter might have

chosen.

Example:

C = {Merkel, Berlusconi, Sarkozy}.

= results: Berlusconi 0 votes

— Yv e V: ¢g,(VS) = {Sarkozy, Merkel }.

= v voted for a man

— ¢g,(VS) = {Berlusconi, Sarkozy }.

Universitat zu Lubeck, 28 September 2009

Quantifying voter-controlled privacy - p. 19/32



Intruder knowledge

Privacy = tricky

Understanding privacy

Introduction
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Indistinguishabllity:

a series of events ¢ is indistinguishable from a series
tif

“the Iintruder cannot distinguish them?”.
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||||i ||| intruder knowledge

Indistinguishabllity:

a series of events ¢ is indistinguishable from a series
tif

“the Iintruder cannot distinguish them?”.

Privacy = tricky

Understanding privacy
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Privacy = tricky

Understanding privacy
-approach
-quantifying privacy

-intruder knowledge

-conspiring voters

Example:
{ctr ~ {c'}, If the intruder does not know k.

{n}k ~ {n’}k, always.
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||||| ||| conspiring voters

vty < iy » Only advantage: what the intruder doesn’t know.
undersancingpivecy | N INtruder sees all communications.

bl = So: initial knowledge, final knowledge, untappable
Privacy = tricky Ch an n eIS .

Understanding privacy
-approach

-quantifying privacy
-intruder knowledge

-conspiring voters

Defining privacy

Attacking privacy

Wrapping up
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||| ||| choice function

choice function: a function v: YV — C.

Privacy = tricky

Understanding privacy

Introduction

Privacy = tricky

Example:
Understanding privacy .

v1(Melanie) = Merkel.
Defining privacy .
vo(Melanie) = Sarkozy.

-modelling privacy
-reinterpretation
-indistinguishability
-measuring privacy

Attacking privacy

Wrapping up
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modelling privacy

Privacy = tricky

Understanding privacy

Introduction

Privacy = tricky

Understanding privacy

Defining privacy

-choice function
-modelling privacy

-reinterpretation
-indistinguishability
-measuring privacy

Attacking privacy

Wrapping up

When can the intruder distinguish 7r(VS") from

Tr(VS7?)?

When he can reinterpret ¢t as t'.
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reinterpretation

Privacy = tricky

Understanding privacy

Introduction

Privacy = tricky

Understanding privacy

Definition 1 (reinterpretation (GHPRO0S)) Let p be
a permutation on the set of terms Terms and let K
be a knowledge set. The map pis a
semi-reinterpretation under K; if it satisfies the

Defining privacy

-choice function
-modelling privacy

-reinterpretation

-indistinguishability
-measuring privacy

Attacking privacy

Wrapping up

following.

p(p) = p,forp e CU Nonces U Keys

p((p1,02)) = (p(p1), p(p2))
p{e}e) = {p()}e K E o, kV Kk {o}e, k71

Map p Is a reinterpretation under K; iff it is a
semi-reinterpretation and its inverse p~! is a
semi-reinterpretation under p(K7y).
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iIndistinguishability

Privacy = tricky

Understanding privacy

Introduction

Privacy = tricky

Understanding privacy

Defining privacy
-choice function
-modelling privacy
-reinterpretation

-indistinguishability

-measuring privacy

Attacking privacy

Wrapping up

Definition 2 (trace indistinguishability) Traces t,t’
are indistinguishable for the intruder, notation ¢ ~ ¢’
Iff there exists a reinterpretation p such that

obstr(t') = p(obstr(t)) A Kt = p(K?).

Definition 3 (choice indistinguishability) Given
voting system VS, choice functions ~4, v, are
Indistinguishable to the intruder, notation ~; ~,5 - Iff

Vte Tr(VS™): 3t € Tr(VS?): t~t' A
Vte Tr(WS"?): At' € Tr(VS™): t ~t
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I Il measuring privacy

Definition 4 (choice group) The choice group for a
voting system VS and a choice function ~ Is given by

Privacy = tricky

Understanding privacy

Introduction

Privacy = tricky CQ(VS’ /}/) — {fy/ ‘ 7 2\)8 ’Y,}
uesanangprvacy | N@ Cholce group for a particular voter v, I.e. the set

Deting e of candidates indistinguishable from v’s chosen
-choice function o . .
-modeling privacy candidate, is given by

-reinterpretation
-indistinguishability

cg,(VS,v) = {7 (v) | v € cg(VS,7) }.

Attacking privacy

Wrapping up
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N ||| conspiracy

Privacy = tricky

2. start-rf c. rf-relay
Understanding privacy A /V\
Introduction 1. Cla‘?SiC-I’f a. rf-share b. rf-witness
Privacy = tricky : \/
vote-priv vote-priv

Understanding privacy

(1) (i1

Defining privacy

Attacking privacy

-conspiracy

-event transformation
-process transformation
-conspiracy-resistance

Wrapping up
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i)l conspiracy

Privacy = tricky

2. start-rf c. rf-relay
Understanding privacy A /V\
Introduction 1. Cla‘?SiC-l’f a. rf-share b. rf-witness
Privacy = tricky : \/
vote-priv vote-priv

Understanding privacy

(1) (i1

Defining privacy

Attacking privacy

-conspiracy
-event transformation
-process transformation

emoressance @ transform processes using ©,;, where
Wrapping up Z 6 {1, 2, CL, b, C}.

= transform events using 6;

= coercion-resistance i:
Yu,v: cgy,(VS,7y) = ¢g,(0:(v,VS),7)
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||| || event transformation

Privacy = tricky " 90/ U 6/0
Understanding privacy ur ag) ; SQ) . ZS(/U’ SQ) |f el — ur(a,g’ ’U, (70)
Introduction Oth e rWI S e
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||| ||| event transformation

Privacy = tricky - QCL (U Y eV ) —
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||| ||| event transformation

Privacy = tricky - QCL (U Y eV ) —
Understanding privacy /u,’]”(a/g7 /U’ SQ) . ZS(U’ SQ) |f el = ’u,’r‘(a,g’ ’U7 Sp)
Introduction eV Oth e rWISe
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. : . .
Alacking privcy is(v, vars(v, ¢)) . ir(v, vars(v, ¢')) . us(v,ag, ¢")
- /
- t fi ti — p—
FEES R X if ev = us(v,ag, ), for ¢ = freshvars(v, @)
Wrapping up L otherwise

» 0.(v, ev) = O0y(v,0,(v, ev))
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process transformation

Privacy = tricky

Understanding privacy

Introduction

Privacy = tricky

Understanding privacy

Defining privacy

Attacking privacy

-conspiracy
-event transformation

-process transformation

-conspiracy-resistance

Wrapping up

Os(v, P) = is(knw,).P

@,L-(U,P) —
) If
is(v, knw,).0 If

0;(v, ev).0;(v, P) if
O;(v, 1) + ©;(v, ) I
@7;<?}, Pl) 11 = Yo > @i(?}, PQ) If

1 #F=1ANP =9
1=1ANP =9
P=cv.P

P=P +F

P=P dpr =@l
for o1, s € Terms

0;(v, ev).Y(o1,...,0,), forfresh Y (vary,..., var,) = 06;(
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||||| ||| conspiracy-resistance

classical notion:

Privacy = tricky

Understanding privacy

Introduction \VIU, fy . ‘Cg,i (VS, /Y) ‘ > 1
Fea =T Our definition:

Understanding privacy

Defiing pivacy Definition 5 (conspiracy-resistance)  We call

Attacking privacy

sonspirey voting system VS conspiracy-resistant for conspiring
ocess mnsomaion - DE€NAviour i € {1,2, a, b, ¢} iff
Wrapping up YoeV,yeV —=C: cq:(VS,v) = cqg,(VS,7).
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Wi Il concluding

Privacy = tricky

esaaneonney M WE CAN quantify privacy in voting
st = possibility to detect new attacks
Privacy = ticky = choice group aids reasoning about privacy
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Wrapping up

-concluding
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Wi Il concluding

Privacy = tricky

esaaneonney M WE CAN quantify privacy in voting
st = possibility to detect new attacks
Privacy = ticky = choice group aids reasoning about privacy

Understanding privacy

Defining privacy

Attacking privacy Future WOFk
Wrapping up
juding = consider transformations of authorities

= defense strategies
= automated application
= extend with probabilism (election result)
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||i || final slide

Privacy = tricky

Thank you for your attention.

Understanding privacy

Introduction

Privacy = tricky

Questions?

Understanding privacy

Defining privacy

Attacking privacy

Wrapping up

-concluding
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