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Nuovo DRM m M ethod

SR enforce link by bundling license with content

Conclusions

Environment:
0 trusted devices (well...)
0 trusted content providers

= Enemy:
O untrusted device owners
O Untrusted network
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Adapt intruder model:
= complete, lasting protection unrealistic...
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0 revocation list
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Conclusions
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2. C2C: No link delivery — payment
Nuovo DRM attack: abort before payment
Conclusions Fa|rneSS (VlOlated In CZC)

“Either both parties terminate successfully, or none does”

= Not possible without TTP

= Optimistic fair exchange: only use TTP if fairness violated
otherwise

= Two protocols: optimistic exchange and recovery
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Motivation:

= address weaknesses
= |[ncrease assurance of security

Goals of Nuovo:

m effectiveness

m secrecy

= resist content masquerading
= fairness
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Conclusions

= concrete protocol
= first weakness addressed (validity of R)
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itroduction
::Zi:eme 1. owner(D)— D: C, h(M), R’
e 2 D—C: D, np
3. C —D: {nc, np, D}
Conclusions 4 D —C: {np, nc, h(M), R', C}u(p)
5 C—D: {Mjx, {K}pup) {R, np}ac)

Client — client, recovery:

5", D :  resolves(D)

6. D—P: D,np

7. P—D: {np, np, D}sk(P)

8". D — P {n'D, np, (np, nc, h(M), R, C), P}sk(D)
9. P—D: {M}k, {K}pk(D)a {R’, nlD}SK(P)
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= Nuovo DRM
Nuovo DRM
Accesament = communication model
S » [ntruder model — Dolev-Yao, with restrictions

e Device revocation

Conclusions

Analysed scenario’s:

1. no intruder, synchronous communication
(effectiveness)

2. intruder, asynchronous communication
(secrecy, masquerading, fairness)
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e Formal analysis
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e Device revocation

Conclusions

= goal: limit interaction with compromised devices
= method: Device Revocation List (DRL)
= trade off: size vs. security

Nuovo’s approach:

= P maintains DRL

= (' maintains DRL,. and list of friends f.,
DRL. = L.(s) U L.(0)

= On contact with P:
L.(s) := feNDRL; DRL. := L.(s) U L.(0)

= On contact with D:;
L.(0) := Le.(0) U Ly(s); DRL. := L.(s) U L.(0)
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Twe Concluding

o = |dentified weaknesses in NPGCT

NPGCT Scheme = Designed improvement: Nuovo DRM Paradiso
Nuovo DRM = Formally verified design goals

= = Provide a reworked revocation method

Thank you for your attention!
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