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Glossary

Transaction (tx) — B, sender, receiver

Block — a collection of transactions and hash

Consensus — what tx?, how much money each user has

Mining — to reach consensus solve a computational puzzle

0000000e7dd5£94780383e9dfalf4def(044319104adl6abl5ed45eeb2a8dfc81b
db3bc996ded44bcc8cfcdb9b2773a298356dlaac05b9%9a8ef90be67d64a737532c¢c
* Incentive: 1. mining, 2. transaction fee

« Confirmation: last few blocks become permanent (6 blocks)
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ANDERS’ DEMO: BLOCKCHAIN
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Benefits

« Distributed consensus
« Decentralised (?)
* Immutability (?)

* Redundancy
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Challenges

« Volatility

* High transaction costs
« Scalability

« Power consumption

* Privacy
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What'’s the buzz?

« Secure hash (SHA-256)
— Fixed-length output
— Collision resistance
— One-wayness

* Smart contracts
— Ethereum

— Running code (~tx) in each node (EVM)
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Kinds

« Writing (appending)
— Permissioned
— Permissionless

* Reading
— Private
— Public
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Relation to other security
mechanisms

Ledger (append-only bulletin board)
Signature
Commitment

Time stamp
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Do you need a Blockchain?
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Do you need \ Y¢S ltip] yes ) ); o no o no Permissionless
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« Why?
— Other IT tools

— Other security tools

« Don't
— Not practical, efficient, etc.

— Privacy invasive
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Decentralised identity management
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Zerocoin (ZEC) transactions

transparent\

addresses ©

Public
Shielding
Private
Deshielding
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Zerocoin (ZEC) transactions

Basic ZEC Spend Types
Public Shielding Deshielding Private
X ZEC X ZEC | ? ZEC | ? ZEC
W x zec W 2 zec Vx ZEC V ? ZEC

O U © W
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Promising: Decentralised
anonymous credentials

* Credentials in the (Bitcoin) blockchain

* No need for credential signature (~CA'’s signature in PKI)
— Authenticity is by validation and consensus

« ZK proof that one of the credentials is yours
— Not which

« ZK proof about the content

— Selective disclosure
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