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PART 1:
THE
LEGALESE




Wet vs. Digital
v -

* |Identity of the signatory * |ldentity of the signatory
* Expression of intent * Integrity of the document

* Non-repudiation
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Digital vs. Electronic

* Digital signatures

* Electronic signatures

i
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Electronic signatures (legal effect)

* No discrimination against signatures in electronic form
* 3 types

* Electronic signatures

* Advanced electronic signatures

* Qualified electronic signatures
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Electronic signatures (legal effect)

* No discrimination against signatures in electronic form
* 3 types

* Electronic signatures

* Advanced electronic signatures

* Qualified electronic signatures == handwritten signature
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Electronic signatures (legal effect)

* No discrimination against signatures in electronic form
* 3 types
* Electronic signatures
* Advanced electronic signatures
* Qualified electronic signatures == handwritten signature

* Qualified in one member state =» qualified in all member states
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Electronic signature (definition)

data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign;

ABS in the legal framework 8



Electronic signature (definition)

data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign;

From Hugo <hugojonker@ou.nl> #¢ € Reply| | %) Reply All ‘V ~ Forward | & Archi
Subject Tomorrow: OUrsi with Fabian!

To BW-INF <BW-INF@ou.nl> ¢

Dear all,

A quick reminder that tomorrow, at 11:8@, we have the first OUrsi of the
academic year with our very own Fabian!

The link should be in your Teams calendar already, but I will )
undoubtedly mail it around tomorrow with a final reminder anyway (&

See you at the seminar,

Hugo.

dr. ir. Hugo Jonker
Open Universiteit
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Electronic signature (definition)

data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign;

From Hugo <hugo.jonker@ou.nl> # © Reply|| %9 Reply All ‘V ~ Forward | & Archi
Subject Tomorrow: OUrsi with Fabian!

To BW-INF <BW-INF@ou.nl> #¢

Dear all,

A quick reminder that tomorrow, at 11:@0, we have the first OUrsi of the
academic year with our very own Fabian!

The link should be in your Teams calendar already, but I will )
undoubtedly mail it around tomorrow with a final reminder anyway (2

See you at the seminar,

dr. ir. Hugo Jonker
Open Universiteit
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Advanced electronic signatures

(a) itis uniquely linked to the signatory;
(b) itis capable of identifying the signatory;

(c) itis created using electronic signature creation data that the signatory can, with a high
level of confidence, use under his sole control; and

(d) itis linked to the data signed therewith in such a way that any subsequent change in the
data is detectable.
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Qualified electronic signatures

(a) itis uniquely linked to the signatory;
(b) itis capable of identifying the signatory;

(c) itis created using electronic signature creation data that the signatory can, with a high
level of confidence, use under his sole control; and

(d) itis linked to the data signed therewith in such a way that any subsequent change in the
data is detectable.

+ The signature is made with a Qualified certificate
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PART 2:
THE
TECHNICAL




Standard digital signatures

* Standard digital signatures often rely on certificates

* =» Certificate-based signatures (CBS)
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Standard digital signatures

 Standard digital signatures often rely on certificates

* =>» Certificate-based signatures (CBS)

bericht

handtekening

certificaat

publieke CA sleutel

*
T
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Attibute-based digital signatures (ABS)

* Do not use certificates

* Verified attributes are added to the signature
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Attibute-based digital signatures (ABS)

* Do not use certificates

* Verified attributes are added to the signature

bericht

attributen

handtekening

B — e
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CBS vs. ABS

* CBS * ABS
* Certificate-based * Attribute-based
* Rigid * Flexible
* Linkable * Unlinkable
* Always identifying * Possibly non-identifying
* Supported by the legal framework * Supported by the legal framework?
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IRMA

IRMA cards

Your Municipality
Card valid until December 3, 2020
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PART 3:
THE
SYNTHESIS




ABS and the legal framework?

Attribute-based signatures:

* lack certificates
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ABS and the legal framework?

Attribute-based signatures: data in electronic form which is attached to or
logically associated with other data in electronic
form and which is used by the signatory to sign;

* lack certificates

it is uniquely linked to the signatory;
wt is capable of identifying the signatory;

it is created using electronic signature creation
data that the signatory can, with a high level of
confidence, use under his sole control; and

it is linked to the data signed therewith in such a
way that any subsequent change in the data is
detectable.

XThe signature is made with a Qualified certificate
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ABS and the legal framework?

Attribute-based signatures:
* lack certificates

* can be anonymous
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ABS and the legal framework?

Attribute-based signatures: data in electronic form which is attached to or
logically associated with other data in electronic
form and which is used by the signatory to sign;

* lack certificates

* canh be anonymous
i it is uniquely linked to the signatory;

it is capable of identifying the signatory;

it is created using electronic signature creation
data that the signatory can, with a high level of
confidence, use under his sole control; and

it is linked to the data signed therewith in such a
way that any subsequent change in the data is
detectable.

XThe signature is made with a Qualified certificate
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The legal framework is being revised
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Working with legal scholars

Legal misconceptions
* Signatures are almost never required

* What is ‘identiying’?

Writing in Dutch

Research as arguing a position

Multi-disciplinary vs. Inter-disciplinary
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