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* pronounced “hey-lisa”
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But first:

New publication!

Download link:
https://authors.elsevier.com/c/1drCQc43uuxhG

Coincidentally: it’s relevant :)

Titel van de presentatie 2

https://authors.elsevier.com/c/1drCQc43uuxhG
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TL;DR “Measuring web security” 

• We automatically login on 6,124 sites and measure security

•
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In other words...

We found plenty of...

• ...login forms that are insecure

• ...sites that accept ( / require) weak passwords

• …session cookies which can be stolen

• ...session identifiers which can be fixated

• ...session identifiers wchich aren’t cleaned up (client-side)

• ...sessions which aren’t invalidated (server-side)
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Did we measure the rig
ht th

ing?
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Which internet did we measure?
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Is there a difference?

[JKV19]: → 
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Is our study doomed?

• No: would require faking logins

• But extrapolation is hindered even further
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Is our study doomed?

• No: would require faking logins

• But extrapolation is hindered even further

• What we need:

• a web bot that can fool the detectors

Bot detectors in “The Terminator”
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HLISA: Human-Like Interaction Selenium Api
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How to fool detectors

1. “Look like a human”:
Avoid obvious points of detection

2. Behave like a human
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1. Obvious points of detection
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How to make those changes?
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How good are those approaches?
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Why not 3?

• setPrototypeOf() needs to have __proto__ defined…

• ...but it isn’t in regular Firefox

•
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Validation: hide webdriver attribute
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2. Behave like a human
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Quiz-time! How many humans?
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Quiz: how many humans?

a b

c d
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HLISA vs Selenium

• Mouse movement

• Was: straight line, 1 speed

• Is: bezier curve with jitter based on human jitter, acceleration + deceleration
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HLISA vs Selenium

• Mouse movement

• Was: straight line, 1 speed

• Is: bezier curve with jitter based on human jitter, acceleration + deceleration

• Clicking

• Was: dead center of element

• Is: normal distribution for (x,y); parameters based on human behaviour

• Scrolling

• Was: not available

• Is: scroll wheel simulation with longer break for “moving finger”

• Typing

• Was: 13,333 char/min; no Shift key needed

• Is: dwell time normally distributed, contextual pauses, Shift key used 
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How good is HLISA?
• How much detection can HLISA withstand?

• Or: what level of detection is required to detect HLISA?
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How good is HLISA?
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Wrapping up
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Ethical aspects

• Use of human data

• Only one subject…

• …reliability of measurements

• Collateral damage potential

• HLISA may improve malicious bots

• Various clickfraud bots seem to be at similar level (or better)

• Interaction model may be used beyond intended scope

• Stipulate not to do this
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Conclusions & future work

• We’re ready to use stealth bots now!

• Look like humans (javascript proxy objects)

• Behave like humans

• Typing, mouse movement, clicking, scrolling

Future work

• Measure effect: repeat study

• Arms race model suggests certain levels of detection could fall under GDPR
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Questions?

HLISA: towards a more reliable measurement tool
Daniel Goßen, Hugo Jonker, Stefan Karsch,
Benjamin Krumnow, David Roefs.
IMC’2021.
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