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The cases

• Hypocrite commits (2021 S&P)

• CCPA Spam (2021, Princeton & Radboud)
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Case #1: Hypocrite commits
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The goal

• Check if Linux is resilient against “hypocrite” commits

• Hypocrite commits: “seemingly beneficial minor commits that actually introduce 
other critical issues”
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Execution
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The hullabaloo
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The TL;DR
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The follow-up

Initially:

• Vivid discussions in S&P program committee

• Discussions amongst Linux kernel devs 

• technical advisory board + volunteers investigate...

• … eradicate all Uni Michigan commits

• … find that they were not “hypocrite”

Eventually:

• Paper retracted by authors

• Uni Michigan banned from contributing to Linux kernel

• S&P implementing ethics, holds ethics panel
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Case #2: CCPA Spam
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The goal

• Understand how websites implement their obligations under privacy regulations 
(CCPA, GDPR) in practice
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Execution
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Uproar on Twitter
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The catch
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The PI reacts
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Commonalities
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Both: deception research

• Lying to / hiding information from subjects

• Hypocrite commits: involuntary participation

• CCPA spam: involuntary participation
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Deception definition

Deception is when a researcher gives false information to subjects or 
intentionally misleads them about some key aspect of the research. This could 
include feedback to subjects that involves creating false beliefs about oneself, one’s 
relationship, or manipulation of one’s self-concept.

Incomplete Disclosure is a type of deception that involves withholding some 
information about the real purpose of the study, or the nature of the research 
procedures.

– https://research.oregonstate.edu/irb/research-involving-deception 

https://research.oregonstate.edu/irb/research-involving-deception
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Existing guidelines on deception research

• Should be avoided unless otherwise impossible

”Ordinarily, research proposals failing to adhere to the principle of respect for
 persons by compromising the consent process would not be approved.“

– https://research.oregonstate.edu/irb/research-involving-deception 

• Exceptions exist

”in unique circumstances where the study design requires omission of details
 that might alter the subject’s responses that are being investigated,
vital information about the study or study activities can be withheld

 from subjects until after their participation.” 
– https://research.oregonstate.edu/irb/research-involving-deception 

https://research.oregonstate.edu/irb/research-involving-deception
https://research.oregonstate.edu/irb/research-involving-deception
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Standing on the shoulders of giants
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Existing knowledge

• Belmont report (US, 1978)

• Ethical principles for human subjects of research

• Menlo report (US DHS, Cyber Security Division, 2012)

• Ethical framework for research involving ICT
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Belmont report (1978)

• 3 principles:

• Respect for persons

• Beneficience

• Justice

• Application:

• Informed consent

• Assessment of risk and benefits

• Selection of subjects
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Menlo report (2012)

• Respect for Persons

• Beneficence

• Justice

• Respect for Law and Public Interest
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Menlo report (2012)

• Respect for Persons

• Participation as a research subject is voluntary, and follows from informed 
consent

• Treat individuals as autonomous agents and respect their right to determine 
their own best interests

• Respect individuals who are not targets of research yet are impacted

• Individuals with diminished autonomy, who are incapable of deciding for 
themselves, are entitled to protection.

• Beneficence

• Do not harm

• Maximize probable benefits and minimize probable harms; Systematically 
assess both risk of harm and benefit.
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Menlo report (2012)

• Justice

• Each person deserves equal consideration in how to be treated, and the 
benefits of research should be fairly distributed according to individual need, 
effort, societal contribution, and merit

• Selection of subjects should be fair, and burdens should be allocated equitably 
across impacted subjects.

• Respect for Law and Public Interest.

• Engage in legal due diligence and be transparent in methods and results. Be 
accountable for actions.
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APA guidelines on deception research

8.07 Deception in Research

a) Psychologists do not conduct a study involving deception unless they have 
determined that the use of deceptive techniques is justified by the study's 
significant prospective scientific, educational or applied value and that effective 
nondeceptive alternative procedures are not feasible.
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APA guidelines on deception research

8.07 Deception in Research

a) Psychologists do not conduct a study involving deception unless they have 
determined that the use of deceptive techniques is justified by the study's 
significant prospective scientific, educational or applied value and that effective 
nondeceptive alternative procedures are not feasible.

b) Psychologists do not deceive prospective participants about research that is 
reasonably expected to cause physical pain or severe emotional distress.
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APA guidelines on deception research

8.07 Deception in Research

a) Psychologists do not conduct a study involving deception unless they have 
determined that the use of deceptive techniques is justified by the study's significant 
prospective scientific, educational or applied value and that effective nondeceptive 
alternative procedures are not feasible.

b) Psychologists do not deceive prospective participants about research that is 
reasonably expected to cause physical pain or severe emotional distress.

c) Psychologists explain any deception that is an integral feature of the design and 
conduct of an experiment to participants as early as is feasible, preferably at the 
conclusion of their participation, but no later than at the conclusion of the data collection, 
and permit participants to withdraw their data.
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Key takeaways

• Guideline

if the study wouldn’t work without humans reacting/responding:
it’s human subject research.

• Requires approval (CETO)

• Necessitates explanation: what is the approval about?

• Privacy? 

• Well-trodden territory

• Not privacy?

• Help CETO avoid the trap of “no privacy violation”!

• Deception research: avoid.
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Thanks for your attention and input!
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S&P Panel on ethics video

• https://www.youtube.com/watch?v=JPdbl3sadrA 

https://www.youtube.com/watch?v=JPdbl3sadrA
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