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* Botnets
* DGA
* DGA detection with TF-IDF

» Effectiveness of features for DGA detection




Botnet 8

Network of bots (computer systems infected with malicious software)

* Bots are controlled remotely by a botmaster through C&C server

Botmaster can employ proxy machines (stepping-stones) to evade detection

Botnets are major cybersecurity threat (‘Swiss-army knife’ of cyber criminals)

botmaster stepping-stones C&C server



https://www.google.nl/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiD_NPV19TZAhUF26QKHf4xAcoQjRx6BAgAEAY&url=https://www.quickanddirtytips.com/tech/computers/how-to-easily-delete-computer-viruses&psig=AOvVaw38ZbflyCnfAckMeUNfCGHy&ust=1520322104999035
https://www.google.nl/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiD_NPV19TZAhUF26QKHf4xAcoQjRx6BAgAEAY&url=https://www.quickanddirtytips.com/tech/computers/how-to-easily-delete-computer-viruses&psig=AOvVaw38ZbflyCnfAckMeUNfCGHy&ust=1520322104999035
https://www.google.nl/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiD_NPV19TZAhUF26QKHf4xAcoQjRx6BAgAEAY&url=https://www.quickanddirtytips.com/tech/computers/how-to-easily-delete-computer-viruses&psig=AOvVaw38ZbflyCnfAckMeUNfCGHy&ust=1520322104999035

Botnet structure 8

* C&C channels

— push or pull
— IRC, HTTP, DNS, ...
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(a) Centralized (b) Semi-Distributed (c) Peer-to-Peer



Bot lifecycle S

Infection: bot is infected with malware (initial infection) and downloads bot binary (secondary infection)

Rallying: bot contacts C&C server and announces its presence
— establishes C&C channel through which bot receives updates and commands

* Passive: bot waits for commands (and bot binary may be updated)

Active: bot carries out malicious activity

— optionally spreads infection to other hosts using propagation mechanisms

—| Phase1 —— — Phase 2 —| Phase 3
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C&C channels 8

Bot has to know domain name or IP address of C&C server

* Reverse engineering of bot binary may reveal domain name or IP address of C&C server

Bot knows domain name of C&C server
— static: hardcoded in bot binary
— dynamic: generated using DGA (Domain name Generation Algorithm)

— requires DNS lookup to resolve domain name into IP address

Bot knows /P address of C&C server
— static: hardcoded in bot binary
— dynamic: seeding by providing initial list of peers (P2P botnet)
— eliminates DNS lookup (stealthy)



DNS

* Resolving a domain name
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Evasion tactics of botnets 8

* IP flux
— frequently change IP address to evade blacklisting and blocking of IP addresses
— real-time update of DNS facilitated by Dynamic DNS (DDNS) services

* Fast flux: IP addresses refer to proxy bots, that relay communication to C&C server

* Double flux: also IP address of name server changes frequently

1. DNS request botnet.com
2. DNS refer nsx.botnet.com

C&C server

6. HTTP request E

7. HTTP response

5. HTTP request
8. HTTP response

3. DNS request botnet.com
4. DNS reply x.x.X.x

botnet.com
name server,

DNS

proxy bots



Evasion tactics of botnets 8

* Domain flux
— frequently change domain name for contacting C&C server
— helps evade URL-based detection
— achieved by
* domain wildcarding (DNS service)

* DGA (domain name generation algorithm)




DGA g

* Bot applies DGA to periodically generate a (large) number of domain names
— only one/few are registered by botmaster
— bot uses DNS to resolve domain names one by one
* unregistered domain names result in Non-Existent Domain (NXDomain) responses from name servers

* successfully resolved domain name refers to proxy bot or C&C server

* Re-engineering DGA by analysis of botnet binary to predict what domain names a bot will try
— unfeasible to register all those domains by law enforcement or check which ones are malicious

— prohibited if DGA uses dynamic seed




DGA g

* DGA generates large number of pseudo-random domain names from a seed
— seed is shared secret between botmaster and bots
e Static/deterministic seed
— eg. seed derived from current date (Torpig), GMT (Conficker)
— eg. Conficker.C generated 50,000 domain names of which bots daily tried up to 500
* |law enforcement would have to pre-register and check 50,000 domain names

* if botmaster registers only 1 domain name, bot has 1% chance per day to contact C&C server,
hence bot will contact C&C server once every 100 days on average

* Dynamic seed

— eg. foreign exchange reference rates published daily by European Central Bank (Bedep),
trending topics on Twitter (Torpig)

— domain names cannot be precomputed in advance (small time window, also for botmasters)



DGA types 8

Arithmetic-based: generate random sequences of ASCIl characters vhljakiutpq7.com

— domain names contain random letters and digits

Hash-based: apply hashing algorithms such as MD5 and SHA256 52efedef74d4.com

— domain names contain hexadecimal numbers

Wordlist-based: concatenate sequences of words from dictionaries formsworkfreeall.com

— domain names are less random, but contain no digits

Permutation-based: permutate given domain name redotntexplore.com

— domain names look similar to regular domain names

Plohmann, D.; Yakdan, K.; Klatt, M.; Bader, J.; Gerhards-Padilla, E. A Comprehensive Measurement Study of Domain Generating Malware.

25th USENIX Security Symposium (USENIX Security 16); USENIX Association: Austin, TX, 2016; pp. 263-278. _
13



DGArchive

DGA family DGA type  Count  Length  Sample 1 Sample 2
hanjori A 10,000 11-30  eihspartbulky £com ochgfordlinnetavor.com
bedep A 7458 16-22  vhljakiutpq7.com csejdvmgemgj.com
chinad A 10,000 19-21 IvainrydstexBarf.cn viuupsixSkiSomg.on
conficker A 10,000 8-16  gzvwnnije biz doveujbpg biz
corebot A 10,000 15-32 krl05hivgrqvoBeijghlbews 47 2uvy gy ghlBmboy $k85.ws
ayptolocker A 10,000 15-21  lecjithetivk.com thtatepfomlk.com
dnschanger A 10,000 14-14 oodfuhkjzucom viwnolesgf. com
ebury A 2,000 17-18 12 IvAmanThdk.info K1iSqdwSrldinet
emotet A 10,000 19-19  igpucsinnijdnbiien olahrvuhbiitauve.su
fobber A 2,000 14-21  phtatognxgcom veuopkeErtaqitgknet
pATEOVer A 10,000 18-37  izbbeljwie3E7brksimopkep.net dIuidslaiffory 2 it8flul5ims. org
locky A 10,000 8-23  viupabucfr thwacigullpe.click
murofet A 10,000 13-21  priwwoswewwkizuy com udumoeptkqqpo.info
murofetweekly A 10,000 35-51  jyi35d10gwgqlrmrhupudrdqoyetdndidndgru  buiuj2égvheck57pevmrk1 7d50bw z2lxal 7hrisru
necurs A 10,000 10-28  yaatghjjgicemhoeiund inlclmelid.ug
Ty maim A 10,000 8-16  xhhtaldw.net uckvk.net
oderoor A 3833 10-16  uyfiputndw.cc mdnaizofvm.cc
ypt A 10,000 19-24  fkaokkbfaalfbdeb info mencefmdkemasmik de
proslikefan A 10,000 9-17  zrimegyin VImMWWW.CO
pushdo A 10,000 11-16  katceturyxkz lakeotw: ke
pushdotid A 6,000 13-14 gemdgfmjocom apgrexshil.net
pykspa A 10,000 10-17  rldbwwarpnet Ty hmexr.net
pykspal A 10,000 10- 19 iugzosiughegnat whughwiugkeg biz
wkspals A 0,957 10-19  pkpycifox.com wudmdgeoya biz
qadars A 10,000 16-16  ysmogesilglong StebBtirkh2rnet
qakbot A 10,000 12-30  wwlouabuftgilmnynimpiph. info tugfpraprjsppriw xdei biz
ramdo A 6,000 20-20  skugesksmewsckwg.org iqgieiyuigamow ca.org
rammnik A 10,000 11-25 inrghbay tyaksgug com bwgkmskfwpvlid.com
ranbyus A 10,000 17-21  ndgpkwlmitaryloae.cc gtifhnegjtmegkhrt.ce
TOVTIER A 10,000 21-22  jaitc33sybedsT Iykg.on oar7jugajea lwnyopo.cn
shifu A 2331 10-12  vhgrdiginfo socuissy.info
simda A 10,000 8-14  rymezewinfo geboleu
sisron A B, 300 16-17 mjew e iw mitga.net mjrwotiwmtga net
sphinx A 10,000 20-20  libuybegerlrfyof.com obwkitoigseltry. com
sutra A 9,882 19-29  pwegifiejlosemgw.info hpw azeehjw pfwgaj.mu
symmi A 10,000 17-24  ogmievkeedloovm.ddnsnet esitkoelmei. ddns net
szribi A 10,000 12-12  ddpunddd.com EFaw spwe.com
tempedrevetdd A 1,380 12-14 ghwawrw org erwhchuda.org
tinba A 10,000 10-23  bgwixumtimh net Twiopxooewtt.ee
tofses A 3,140 10-11  dmdrmgbiz drodroi biz
torpig A 0,000 11-13  bfemuljnet bhksvgrpa.com
urkzone A 10,000 8-19  ehwSdkwky.com rcSiycldsuf.com
vawirak A 2,700 10-15  dmaqvyntop misohnatl.com
vidro A 10,000 11-1  prbemepgzkp.com rakris.com
wiruk A 10,000 10-10  yzraho.com ehugquf.com
soche A 4,400 12-13  sxxabclb0l9.sg 30:3600d a8 s
bamital H 10,000 36-38  433d0MA08dd1a2df286935262a97 12 cz.cc 0BT Fa9253cf7 c58i0e] 44 26f45bf4 cz. cc
dyme H 10,000 37-37 rdf3eed413390abd T aSal cH21435 13 ws u2Bc43d53bb3ecalbdid 29fa34ad47 dael9. 1o
ekforward H 2919 8-11 8Dall&Teu 935677480
infy H 0000 12-14  le6dcSspace aF6bckeh.top
pandabanker H 10,000 16-17  5lefedef74d4.com 0b16dcad48547 . com
tinynuke H 10,000 36-36  ecBU3TTAETIZEAbO0CHY16ecSleal. com S4b4an5dBacM6a9816ddaBbBEAIILT. top
wd H 10,000 36-38  wd679ab775d15bee733E5452M5 504 win ale433{4c06cabE e e 607 79146546, pro
oz W 10,000 15-29  formew orkfresall com allowdisalloallow. me
matsnu W 10,000 16-28  bigpersuadebutton com structuresuryey.com
Ty maiml W 10,000 11-33  sculplurenegativenet shuttlefatty.it
suppobox W 10,000 11-30  senseinto.ru threeslept.net

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,
MDPI Electronics 2022, 11, 414
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Prior work on detection with ML/DL

* Detecting DGA-generated domain names with machine learning

B

— context-free features from domain name: length, entropy, ratios (letters, digits, vowels), pronounceability

Number of Features

Reference Year Model Dataset (Benign/Malicious)

Context-Free Context-Aware
Chiba et al. [14] 2018 RF Alexa/hpHosts - 55
Schiippen et al. [15] 2018 RF,SVM Private/DGArchive (72 DGAs) 21 -
Ashiq et al. [16] 2019  FENN (2-4 hidden layers) From [17] 8 -
He et al. [18] 2019  Adaboost, DT, kNN, RF Alexa/various sources 21 153
Lietal [19] 2019  Adaboost, C4.5, kNN, NB .cn name server/ Rustock DGA 1 31
Liu et al. [20] 2019 SVM Alexa/DGArchive (87 DGAs) - 18
Selvi et al. [21] 2019 RF Alexa/26 DGAs 18 -
Yangetal. [22 2019 DT, ET, NB, SVM, ensemble (NB,ET,LR)  Cisco Umbrella/Netlab, synthetic 24 -
Akhila et al. [23] 2020 DT, GBT, LR, RE, SVM Alexa/Bambenek 10 -
Alaeiyan et al. [24] 2020 RF, RNN, SVM Alexa/MasterDGA 18 -
Almashhadanietal. [25] 2020 BT, DT, kNN, NB, SVM Alexa/DGArchive (20 DGAs) 16 -
Anand etal. [26] 2020  C5.0, CART, GBM, kNN, RE SVM Alexa/Netlab (19 DGAs) 45 -
Hwang et al. [27] 2020  LightGBM KISA /KISA (20 DGAs) 110 -
Liang et al. [28] 2020 RF, SVM, XGBoost Alexa/various blacklists 5 5
Mao et al. [29] 2020 NB, LSTM, MLP, RE, SVM, XGBoost Alexa/Netlab (40 DGAs) 5 -
Palaniappan et al. [30] 2020 LR Alexa/various blacklists 4 13
Sivaguru et al. [31] 2020 RF Alexa, private/ DGArchive 26 9
Wu et al. [32] 2020 MLP, NB Alexa/Netlab 4 -
Zhang et al. [33] 2020 DT, LR, NB, RE SVM, XGBoost, Voting Alexa/UMUDGA (37 DGAs) 18 -
Zago etal. [13] 2020 Adaboost, DT, kNN, NN, RE SVM Majestic/various sources (16 DGAs) 40 -
Cucchiarelli et al. [34] 2021  MLP, RE SVM Alexa/Netlab (25 DGAs) dn +5 (n DGAs) -
Patsakis et al. [35] 2021 RF Alexa, unipi/ DGArchive, synthetic (13 DGAs) 32 -

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,
MDPI Electronics 2022, 11, 414



Prior work on detection with ML/DL

* Detecting DGA-generated domain names with deep learning

— word embedding of domain names

Reference Year Model Dataset (Benign/Malicious)

Woodbridge et al. [36] 2016 LST™M Alexa/Bambenek

Lison and Mavroeidis [37] 2017 RNN Alexa/DGArchive (63 DGAs), Bambenek (11 DGAs)
Koh and Rhodes [38] 2018 LSTM OpenDNS/Bader, Abakumov

Tran et al. [39] 2018 LSTM.MI Alexa/Bambenek (37 DGAs)

Vinayakumar et al. [40] 2018 LSTM, GRU, IRNN, RNN, CNN, hybrid (CNN-LSTM) Alexa, OpenDNS/Bambenek, Bader (17 DGAs)
Xu et al. [41] 2018 CNN-based Alexa/DGArchive (16 DGAs)

Yu et al. [42] 2018 LSTM, BiLSTM, stacked CNN, parallel CNN, hybrid (CNN-LSTM) Alexa/Bambenek

Akarsh et al. [43] 2019 LST™M OpenDNS, Alexa/20 public DGAs

Qiao et al. [44] 2019 LSTM Alexa/Bambenek

Liu et al. [45] 2020 Hybrid (BiLSTM-CNN) Alexa/Netlab (50 DGAs), Bambenek (30 DGAs)
Ren et al. [46] 2020 CNN, LSTM, CNN-BiLSTM, ATT-CNN-BiLSTM, SVM Alexa/Bambenek, Netlab (19 DGAs)

Sivaguru et al. [31] 2020 hybrid (RF-LSTM.MI) Alexa, private/DGArchive

Vij et al. [47] 2020 LST™M Alexa/11 DGAs

Cucchiarelli et al. [34] 2021 BiLSTM, LSTM.ML, hybrid (CNN-BiL5TM) Alexa/Netlab (25 DGAs)

Highnam et al. [48] 2021 hybrid (CNN-LSTM-ANN) Alexa/DGArchive (3 DGAs)

Namgung et al. [49] 2021 CNN, LSTM, BiLSTM, hybrid (CNN-BiLSTM) Alexa/Bambenek

Yilmaz et al. [50] 2021 LST™M Majestic/DGArchive (68 DGAs)

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,

MDPI Electronics 2022, 11, 414



DGA detection with TF-IDF as features 8

TF-IDF

— originates from information retrieval and automated text analysis

— composed of multiplying term frequency (TF) and inverse document frequency (IDF)

Set of terms T={t,, ..., t;} in set of documents D ={d,, ..., d,}

TFti,dj indicates how often term t; occurs in document d,
— usually normalized by document length or most frequent term count in document

— TFis larger if term occurs more often

IDF, indicates the number of documents (n,) in set D that contain term t;
— usually defined as log(N/n;,)

— IDF is larger if term occurs in fewer documents

TF-IDF discriminates key terms that appear often but in a smaller number of documents



TF-IDF example S

D = {"the house had a tiny little mouse",
"the cat saw the mouse",
"the mouse ran away from the house",
"the cat finally ate the mouse",
"the end of the mouse story“

T={'mouse’, ‘the’, ‘cat’, ‘house’, ‘had’, ‘tiny’, ‘little’, ‘saw’, ‘ran’, ‘away, ‘from’, ‘finally’, ‘ate’, ‘end’, ‘of’, ‘story’}
IDF = {1.000, 1.000, 1.693, 1.693, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099}

TF-IDF ={0.235, 0.235, 0, 0.398, 0.494, 0.494, 0.494,0,0,0,0,0, 0, 0, O,



DGA detection with TF-IDF 8

Hassan’s idea

vhljakiutpg7.com

— apply TF-IDF as measure for how relevant n-grams are in domain names . .
csejdvpggmaqj.com

— use TF-IDF scores as features in ML

Created dataset with 1,076,754 domain names
— 583,954 benign domain names; 492,800 malicious domain names from 57 DGA families

— 70% in training dataset, 30% test dataset

Determined top 5,000 of n-grams (for n=1,2,3) that occur most often in training dataset, and derive IDF

Transform dataset from set of domain names into a set of vectors with dimension 5,000

— each vector represents TF-IDF of top 5,000 n-grams in domain name

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,



Research questions and method S

* How accurate can ML/DL models classify DGA-generated domain names when using TF-IDF as features?

— Considered 7 ML models (DT, GB, KN, LR, MNB, RF, SVM) and 1 DL model (MLP)
that give best results as reported in related literature

— All models are multi-class classifiers with 58 outputs (57 DGA families and non-DGA)

* How good is accuracy when compared to state-of-the-art DL model (LSTM) with word embedding?

e
]
TRANCO
~— Test set
G
P~ Training set
X Train DL model Test DL model
DGArchive > i > i
Embedding [—™ (LSTM) Embedding — (LSTM)
\-_._____.--/
Results
Train ML models Test ML models analysis
e (DT, GB, KN, LR, TR (DT, GB, KN, LR,
> TE-IDE —» MNB, RE, SVM) > TF-IDF — MNB, RF, SVM)
Derive IDF > Train DL model > Test DL model
(MLP) (MLP)

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,



Metrics 8

* Classification results
— true positive (TP): correct classification of DGA domain name
— false positive (FP): incorrect classification of non-DGA domain name
— true negative (TN): correct classification of non-DGA domain name

— false negative (FN): incorrect classification of DGA domain name
* Precision (fraction of all positive classifications that are classified correctly): TP / (TP + FP))

* Recall (fraction of all DGA domain names that are classified correctly): TP / (TP + FN)

* Fl1-score (harmonic mean of precision and recall): 2 / (precision™! + recall!)



Experimental results S

* Best results overall are obtained with LSTM (90.69% weighted average F1-score),
closely followed by MLP (89.08%) and SVM (88.08%)

— for DGA-W families and non-DGA, best results with MLP, SVM, and LR
— DGA-H families are very easy to detect; DGA-W families are more difficult to detect

* Models with highest average F1-score also have smallest standard deviation/spread in F1-score
Mor @B OkNN Oistv R @ mve B v R W sV

Y g

— Total DGA-all DGA-A DGA-H S DGA-W———

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,
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Experimental results S

* Precision-recall curves for weighted-average of all classes: LSTM performs best, closely followed by MLP

Micro-average Precision-Recall Curve over all classes

1.0
0.8 1
c 0.6
2
s
(9]
o
o
049 — MLP: AP=0.965
—— LSTM: AP=0.974
—— DecisionTree: AP=0.766
—— LogisticRegression: AP=0.946
0.2 9 — MultinomialNB: AP=0.899
—— KNN: AP=0.696
GradientBoosting: AP=0.909
= RandomForest: AP=0.909
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0

Recall

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,



True positive rate

Experimental results

* ROC-curves for binary classification (DGA vs. non-DGA): MLP performs best, closely followed by LSTM

ROC curves

1.0
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0.6 1

0.4

0.2

0.0

MLP (AUC=0.995, PAUC=0.878)

LSTM (AUC=0.994, PAUC=0.881)
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LogisticRegression {AUC=0.994, PAUC=0.829)
MultinomialNB (AUC=0.978, PAUC=0.672)
KNN {AUC=0.93, PAUC=0.599)
GradientBoosting (AUC=0.976, PAUC=0.72)
RandomForest {(AUC=0.982, PAUC=0.773)

True positive rate

0.0 0.2 0.4

0.6 0.8 1.0

False positive rate

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,

MDPI Electronics 2022, 11, 414

ROC curves
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Conclusions 8

* DL models (LSTM, MLP) clearly yielded better results than ML models in multi-class classification

* Results for LSTM with standard embedding are comparable with results for MLP with TF-IDF features
(F1: 0.907-0.891; AU-PR-C: 0.974-0.965; AU-ROC: 0.994-0.995; TPR: 0.957-0.965; FPR: 0.027-0.025)

* Results differ per DGA type

— DGA-H domain names are easy to classify (up to 99.96% F1-score with LSTM)

— DGA-W domain names are more difficult to classify (best F1-score of 83.61% with SVM)
* Not straightforward to compare our results with prior work

— Different datasets of benign and malicious domain names,
from different time periods, and different numbers and types of DGA families

— Mix of DGA families included in the dataset has large impact
* Observed in prior work: many different (and combinations) of features for ML models are used

— Large variety, unknown which features are more relevant

Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,



Effectiveness of features 8

* Research question: What features from domain names are more effective in ML classifiers for DGA detection?

* Research method
— Considered 80 recent papers, from which 69 features were derived
— Datasets: retrieved second-level domain name (AAA.BBB.CCC)
* Benign from TRANCO: 999,913
* DGA-generated domain names from DGArchive: 2,922,654 DGA-A; 2,616,128 DGA-H; 336,667 DGA-W
* Computed feature values, frequency distributions and overlap for benign vs. DGA-A/DGA-H/DGA-W
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consonant ratio (X) 61.12% | X 7.80%
ratio unique chars X 17.68% (X) 59.63%
4 ratio meaningful chars X 33.42% X 11.68%
EX e r I m e n ta I re S u It S ratio max seq vowels X 28.78%
ratio max seq consonants X 17.65%
ratio consecutive digits X 3.26%
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* Overview of effectiveness of features comomt to vowel e | X 3200t
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length (X)* 69.28% X 7.98% (X)* 46.81% ratio hex exclusive sub (X)) 36.09%
subdomain length mean X 19.86% — T)IHO f’r“oﬁy i(( }5_'73’ X) ARG
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*(X):

Benign domains stand out from rest in some cases

the feature is useful in some specific cases for that DGA type
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