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Introduction
• Harald Vranken and Hassan Alizadeh, Detection of DGA-Generated Domain Names with TF-IDF,

MDPI Electronics 2022, 11, 414, https://doi.org/10.3390/electronics11030414

• Lars Kuipers, Effectiveness of features in DGA detection,
Research internship thesis, Radboud University, January 2022
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Outline
• Botnets

• DGA

• DGA detection with TF-IDF

• Effectiveness of features for DGA detection
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Botnet
• Network of bots (computer systems infected with malicious software)

• Bots are controlled remotely by a botmaster through C&C server

• Botmaster can employ proxy machines (stepping-stones) to evade detection

• Botnets are major cybersecurity threat (‘Swiss-army knife’ of cyber criminals)
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Botnet structure
• C&C channels

– push or pull

– IRC, HTTP, DNS, …
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Bot lifecycle
• Infection: bot is infected with malware (initial infection) and downloads bot binary (secondary infection) 

• Rallying: bot contacts C&C server and announces its presence

– establishes C&C channel through which bot receives updates and commands

• Passive: bot waits for commands (and bot binary may be updated)

• Active: bot carries out malicious activity

– optionally spreads infection to other hosts using propagation mechanisms
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C&C channels
• Bot has to know domain name or IP address of C&C server

• Reverse engineering of bot binary may reveal domain name or IP address of C&C server

• Bot knows domain name of C&C server

– static: hardcoded in bot binary

– dynamic: generated using DGA (Domain name Generation Algorithm)

– requires DNS lookup to resolve domain name into IP address

• Bot knows IP address of C&C server

– static: hardcoded in bot binary

– dynamic: seeding by providing initial list of peers (P2P botnet)

– eliminates DNS lookup (stealthy)
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DNS
• Resolving a domain name
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Evasion tactics of botnets
• IP flux

– frequently change IP address to evade blacklisting and blocking of IP addresses

– real-time update of DNS facilitated by Dynamic DNS (DDNS) services

• Fast flux: IP addresses refer to proxy bots, that relay communication to C&C server

• Double flux: also IP address of name server changes frequently
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Evasion tactics of botnets
• Domain flux

– frequently change domain name for contacting C&C server

– helps evade URL-based detection

– achieved by

• domain wildcarding (DNS service)

• DGA (domain name generation algorithm)
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DGA
• Bot applies DGA to periodically generate a (large) number of domain names

– only one/few are registered by botmaster

– bot uses DNS to resolve domain names one by one

• unregistered domain names result in Non-Existent Domain (NXDomain) responses from name servers

• successfully resolved domain name refers to proxy bot or C&C server

• Re-engineering DGA by analysis of botnet binary to predict what domain names a bot will try

– unfeasible to register all those domains by law enforcement or check which ones are malicious

– prohibited if DGA uses dynamic seed
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DGA
• DGA generates large number of pseudo-random domain names from a seed

– seed is shared secret between botmaster and bots

• Static/deterministic seed

– eg. seed derived from current date (Torpig), GMT (Conficker)

– eg. Conficker.C generated 50,000 domain names of which bots daily tried up to 500

• law enforcement would have to pre-register and check 50,000 domain names

• if botmaster registers only 1 domain name, bot has 1% chance per day to contact C&C server, 
hence bot will contact C&C server once every 100 days on average

• Dynamic seed

– eg. foreign exchange reference rates published daily by European Central Bank (Bedep),
trending topics on Twitter (Torpig)

– domain names cannot be precomputed in advance (small time window, also for botmasters)
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DGA types
• Arithmetic-based: generate random sequences of ASCII characters vhljakiutpq7.com

– domain names contain random letters and digits

• Hash-based: apply hashing algorithms such as MD5 and SHA256 52efedef74d4.com

– domain names contain hexadecimal numbers

• Wordlist-based: concatenate sequences of words from dictionaries formsworkfreeall.com

– domain names are less random, but contain no digits

• Permutation-based: permutate given domain name redotntexplore.com

– domain names look similar to regular domain names

13

Plohmann, D.; Yakdan, K.; Klatt, M.; Bader, J.; Gerhards-Padilla, E. A Comprehensive Measurement Study of Domain Generating Malware.
25th USENIX Security Symposium (USENIX Security 16); USENIX Association: Austin, TX, 2016; pp. 263–278.



14
Vranken, H. and Alizadeh, H., Detection of DGA-Generated Domain Names with TF-IDF,
MDPI Electronics 2022, 11, 414

Character distributionDGArchive



Prior work on detection with ML/DL
• Detecting DGA-generated domain names with machine learning

– context-free features from domain name: length, entropy, ratios (letters, digits, vowels), pronounceability
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Prior work on detection with ML/DL
• Detecting DGA-generated domain names with deep learning

– word embedding of domain names
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DGA detection with TF-IDF as features
• TF-IDF

– originates from information retrieval and automated text analysis

– composed of multiplying term frequency (TF) and inverse document frequency (IDF)

• Set of terms T = {t1, …, tK} in set of documents D = {d1, …, dN}

• TFti ,dj
indicates how often term ti occurs in document dj

– usually normalized by document length or most frequent term count in document

– TF is larger if term occurs more often

• IDFti
indicates the number of documents (ni) in set D that contain term ti

– usually defined as log(N/ni)

– IDF is larger if term occurs in fewer documents

• TF-IDF discriminates key terms that appear often but in a smaller number of documents
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TF-IDF example
D = { "the house had a tiny little mouse",

"the cat saw the mouse", 
"the mouse ran away from the house", 
"the cat finally ate the mouse", 
"the end of the mouse story“

}

T = {‘mouse’, ‘the’, ‘cat’, ‘house’, ‘had’, ‘tiny’, ‘little’, ‘saw’, ‘ran’, ‘away, ’from’, ‘finally’, ‘ate’, ‘end’, ‘of’, ‘story’}

IDF = {1.000, 1.000, 1.693, 1.693, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099, 2.099}

TF-IDF = { 0.235, 0.235, 0, 0.398, 0.494, 0.494, 0.494, 0, 0, 0, 0, 0, 0, 0, 0,
…
…
…
…

}
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DGA detection with TF-IDF
• Hassan’s idea

– apply TF-IDF as measure for how relevant n-grams are in domain names

– use TF-IDF scores as features in ML

• Created dataset with 1,076,754 domain names

– 583,954 benign domain names; 492,800 malicious domain names from 57 DGA families

– 70% in training dataset, 30% test dataset

• Determined top 5,000 of n-grams (for n=1,2,3) that occur most often in training dataset, and derive IDF

• Transform dataset from set of domain names into a set of vectors with dimension 5,000

– each vector represents TF-IDF of top 5,000 n-grams in domain name
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Research questions and method
• How accurate can ML/DL models classify DGA-generated domain names when using TF-IDF as features?

– Considered 7 ML models (DT, GB, KN, LR, MNB, RF, SVM) and 1 DL model (MLP)
that give best results as reported in related literature

– All models are multi-class classifiers with 58 outputs (57 DGA families and non-DGA)

• How good is accuracy when compared to state-of-the-art DL model (LSTM) with word embedding?
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Metrics
• Classification results

– true positive (TP): correct classification of DGA domain name

– false positive (FP): incorrect classification of non-DGA domain name

– true negative (TN): correct classification of non-DGA domain name

– false negative (FN): incorrect classification of DGA domain name

• Precision (fraction of all positive classifications that are classified correctly): TP / (TP + FP))

• Recall (fraction of all DGA domain names that are classified correctly): TP / (TP + FN)

• F1-score (harmonic mean of precision and recall): 2 / (precision-1 + recall-1)
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Experimental results
• Best results overall are obtained with LSTM (90.69% weighted average F1-score),

closely followed by MLP (89.08%) and SVM (88.08%)

– for DGA-W families and non-DGA, best results with MLP, SVM, and LR

– DGA-H families are very easy to detect; DGA-W families are more difficult to detect

• Models with highest average F1-score also have smallest standard deviation/spread in F1-score
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Experimental results
• Precision-recall curves for weighted-average of all classes: LSTM performs best, closely followed by MLP
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Experimental results
• ROC-curves for binary classification (DGA vs. non-DGA): MLP performs best, closely followed by LSTM
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Conclusions
• DL models (LSTM, MLP) clearly yielded better results than ML models in multi-class classification

• Results for LSTM with standard embedding are comparable with results for MLP with TF-IDF features
(F1: 0.907-0.891; AU-PR-C: 0.974-0.965; AU-ROC: 0.994-0.995; TPR: 0.957-0.965; FPR: 0.027-0.025)

• Results differ per DGA type

– DGA-H domain names are easy to classify (up to 99.96% F1-score with LSTM)

– DGA-W domain names are more difficult to classify (best F1-score of 83.61% with SVM)

• Not straightforward to compare our results with prior work

– Different datasets of benign and malicious domain names,
from different time periods, and different numbers and types of DGA families

– Mix of DGA families included in the dataset has large impact

• Observed in prior work: many different (and combinations) of features for ML models are used

– Large variety, unknown which features are more relevant
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Effectiveness of features
• Research question: What features from domain names are more effective in ML classifiers for DGA detection?

• Research method

– Considered 80 recent papers, from which 69 features were derived

– Datasets: retrieved second-level domain name (AAA.BBB.CCC)

• Benign from TRANCO: 999,913 

• DGA-generated domain names from DGArchive: 2,922,654 DGA-A; 2,616,128 DGA-H; 336,667 DGA-W

• Computed feature values, frequency distributions and overlap for benign vs. DGA-A/DGA-H/DGA-W
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Experimental results
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Experimental results
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Experimental results
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Experimental results
• Overview of effectiveness of features

30


	���Botnet Detection�Detection of DGA-generated Domain Names
	Introduction
	Outline
	Botnet
	Botnet structure
	Bot lifecycle
	C&C channels
	DNS
	Evasion tactics of botnets
	Evasion tactics of botnets
	DGA
	DGA
	DGA types
	Slide Number 14
	Prior work on detection with ML/DL
	Prior work on detection with ML/DL
	DGA detection with TF-IDF as features
	TF-IDF example
	DGA detection with TF-IDF
	Research questions and method
	Metrics
	Experimental results
	Experimental results
	Experimental results
	Conclusions
	Effectiveness of features
	Experimental results
	Experimental results
	Experimental results
	Experimental results

