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Motivation

> Attribute-based encryption (ABE) is an advanced type of public-key
encryption in which the keys are associated with attributes

> Allows for enforcement of access control on a cryptographic level

» Various use cases, e.g., cloud-based, loT settings, email encryption
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Motivation

v

Attribute-based encryption (ABE) is an advanced type of public-key
encryption in which the keys are associated with attributes

Allows for enforcement of access control on a cryptographic level
Various use cases, e.g., cloud-based, loT settings, email encryption
Many ABE schemes exist, with various different properties

Some of these properties are desirable for practice

Not really clear which schemes are efficient (enough)

vVvyVvyvyyvyy

Goal of my research: analyzing existing schemes, and eventually,
achieving all necessary properties as efficiently as possible
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Introduction to ABE

High-level overview

@ Introduction to ABE
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Master key pair:
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Ciphertext-policy attribute-based encryption (CP-ABE)
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Secret keys Bob: Master key pair:

doctor MPK MSK
Johns Hopkins Hospital
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Introduction to ABE Use cases

Use cases

Many use cases, e.g.,
» European Telecommunications Standards Institute (ETSI): =&

> Cloud

> Internet of Things (loT)
> WLAN

> Mobile services
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Introduction to ABE Use cases

Use cases

Many use cases, e.g.,
» European Telecommunications Standards Institute (ETSI): =&

> Cloud

> Internet of Things (loT)
> WLAN

> Mobile services

» Cloudflare: Geo Key Manager
» Radboud University's iHub: PostGuard O
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e A
Requirements for ABE

These use cases share many common requirements for ABE:

> Expressive policies: policies should support Boolean formulas
consisting of AND and OR operators

> Large universes: attribute could be any arbitrary string, e.g., names,
roles, MAC addresses

» Unbounded: no bounds on any parameters, such as the length of the
policies or attribute sets
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e A
Requirements for ABE

These use cases share many common requirements for ABE:

> Expressive policies: policies should support Boolean formulas
consisting of AND and OR operators

> Large universes: attribute could be any arbitrary string, e.g., names,
roles, MAC addresses

» Unbounded: no bounds on any parameters, such as the length of the
policies or attribute sets

Some use cases also require non-monotonicity, i.e., the support of NOT
operators in the policies.

Storage and computational efficiency requirements may vary per use
case.
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Introduction to ABE Requirements for ABE

Requirements for storage and computational efficiency

Examples:
» WLAN and cloud settings: fast decryption
> Internet of Things: small ciphertexts, fast encryption

» PostGuard (email encryption): fast key generation

ABE in ABE W



I
Pairing-based ABE

» Currently, pairing-based ABE is the most popular candidate
» Can satisfy most properties
» Good security guarantees

> Efficient enough for most settings
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I
Pairing-based ABE

Currently, pairing-based ABE is the most popular candidate
Can satisfy most properties

Good security guarantees

Efficient enough for most settings

Unfortunately, not post-quantum secure

vVvyVvyVvyyvyy

Post-quantum secure schemes exist, but still heavily under
development
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Introduction to ABE Pairing-based ABE

Taxonomy

We analyzed many ABE schemes with respect to these properties [VAH22]:

[sz,lczsm]ﬁ KPK/PC P E’;:"‘ Negzﬁ""s ";J Unb u ded Scheme | KP/CP Expr. Negations LU Unbounded

[SWos] 11 Kp X X v x [Lw12] cp v X X 7
[GPSWO6] | | KP v X x v [Sswi2] | KPCP v X X x
[GPSWos] Il | KP v x v x [[SvTvllQa]] KPCP 7 v ¢ /
[Cha07] | KP X x X v (ceLis) s M x x z

[Cha07] It KP X X v x
[BSWo7] cp v X v v [0T13] KPCP v % v x
[cNO7) KP* X X x v [LCL13] KP X X X v
[0SWo7] KP v v v X [RwW13] KPCP v x v v
[NYOO8] | | KP* X X x v [Lcwi3] cp v X X v
[NYOOg] Il | CP X X X v [HW14] | KPCP v X v v
[cco9] KP x x x v [KL15] KP v x x v
[YWRL10] KP* x x x v [Rw15] cP v x v v
[HLR10] cp x x x v [CGwis] | KPCP v x X x
[LOS*10] cP v x x X [LW+15] cP v x v v
[0T10] | KPCP v v v x [zGT+16]1 | KP v X x >
[Wat11] | cP v x X v [ZeTi 6] 11| KP v X v X
[Wat11] Il CcP 7 x X X [AHMT16] KP v X v v
[CDLQ16] cp v x v v

[Wat11] Il | CP v x x X
[LHC*11] | KP* X x % 7 [ABGW17] | KPCP v X v v
[ALdP11] KP v v v x [AC17a] KPCP v x v x
[Lw1la] | CcP v x x x [CGKW18] | KP,CP v X v X
[Lwita] Il cP v x x x [L?\(AZLls] cz v x x x
[LW11b] KP v X v v [MJ18] @ X X X v
[GHW11] | cpP v x v v [KW19] LIl | KP,CP v X F'e v
[GHW11] 1t KP v X v v [Kw19] 11l KP v x v v
[LCH*11] cp v X x v [TKN20] | KPCP v v v
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Introduction to ABE Research directions

Research directions

> Many properties can be achieved, even with good security guarantees

» How efficient are these schemes?
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Research directions
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> How efficient are these schemes?

» Multiple problems in this area:

» Comparing the efficiency of ABE is difficult
» Schemes with many desirable properties are typically considered less
efficient than schemes with fewer properties
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Introduction to ABE Research directions

Research directions

> Many properties can be achieved, even with good security guarantees
> How efficient are these schemes?

» Multiple problems in this area:

» Comparing the efficiency of ABE is difficult
» Schemes with many desirable properties are typically considered less
efficient than schemes with fewer properties

Goal of my research: Simplifying the

> accurate benchmarking of efficiency
> design of schemes that

P can satisfy all necessary properties
P with the desired efficiency requirements
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The pair encodings framework

High-level overview

© The pair encodings framework
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The pair encodings framework Introduction to pair encodings

Pairings

A pairing is a function e: G x H — Gt over three groups G, H, Gt of

prime order p such that
» forall a,b € Z, and g € G, h € H we have

> e(g, h) #1;
> ¢ is efficient.

ABE in ABE

e(g? h?) = e(g, h)™ |
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The pair encodings framework Introduction to pair encodings

Pairings

A pairing is a function e: G x H — Gt over three groups G, H, Gt of
prime order p such that

» forall a,b € Z, and g € G, h € H we have | e(g?, ht) = e(g, h)®

> e(g, h) #1;
> ¢ is efficient.

Essentially allows you to exponentiate with “hidden” exponent, e.g.,
consider pairing-based version of ElGamal:

PK = g%, SK = a, (CTy,CTy) = (M- PK? g%
Y 4 Y
PK =|e(g, h)*|, SK =[h*], (CTy,CT,) = (M - PK?, gP)

Decrypt by computing CT;/e(CT2, SK)

ABE in ABE I
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Structure of pairing-based ABE

Most schemes have the following structure:
» Setup: MPK = (g, h, A = e(g, h)*, g°,...)
» KeyGen: SKg = (h®tr hr..)
» Encrypt: CTp = (M- A%, g°,...)
» Decrypt: pairing elements in SKs and CTy to obtain A = e(g, h)*®
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e T L I
Structure of pairing-based ABE

Most schemes have the following structure:
» Setup: MPK = (g, h, A = e(g, h)*, g°,...)
» KeyGen: SKg = (h®tr hr..)
» Encrypt: CTp = (M- A%, g°,...)
» Decrypt: pairing elements in SKs and CTy to obtain A = e(g, h)*®

Most concrete differences in keys and ciphertexts:

SKg = hk(erbS) = (pha pke ),
CTh = (M- e(g, h)*, g“H) = (g9, g2, ..)),

where k = (ki,...) and ¢ = (¢, ...) are vectors, and k; and ¢; are
polynomials.
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The pair encodings framework Introduction to pair encodings

Pair encodings

» Pair encodings: common abstraction of pairing-based ABE [Att14]
» Considers "what happens in the exponent”

» More concretely: considers vectors k and ¢
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The pair encodings framework Introduction to pair encodings

Pair encodings

Pair encodings: common abstraction of pairing-based ABE [Att14]
Considers "what happens in the exponent”

More concretely: considers vectors k and ¢

vVvyyvyy

Pairing a key element with a ciphertext element corresponds to
multiplying entry in k with entry in c

v

Much more compact notation:

k(a,r,b,S) = (a+ rb, r,{rbi}ics)
C(S, 51{7 b) A) = (57 {)‘Ib + Sl{bi’ S/{}iGA)

ABE in ABE I



The pair encodings framework Simplified design and analysis

Pair encodings simplify design and analysis

Analysis:

> Security proofs: either information-theoretic
[Att14, Weeld, CGW15] or even algebraic [AC17b]

» Cryptanalysis: automatically [ABGW17] or manually [VA21]
> Fairer efficiency comparison: ABE Squared [dIPVA]
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The pair encodings framework Simplified design and analysis

Pair encodings simplify design and analysis

Analysis:
> Security proofs: either information-theoretic
[Att14, Weel4, CGW15] or even algebraic [AC17b]

» Cryptanalysis: automatically [ABGW17] or manually [VA21]
> Fairer efficiency comparison: ABE Squared [dIPVA]

Especially the algebraic notion of security simplifies the design of schemes:

» New schemes: e.g., designing more efficient schemes [AC17b,
VA22a,VA22b]

» Composing existing schemes: building larger systems without
complicating the proofs

> Transforming existing schemes: e.g., to achieve properties that are
otherwise difficult to achieve, e.g., support of NOT operators
[Att19, Amb21] or CCA-security [VB22]
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LGN EHEENICIN-ERIEEWIT Il Simplified design and analysis

Schemes of interest

Many existing schemes can be captured in the pair encodings framework,
but we mainly considered
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The pair encodings framework Simplified design and analysis

Schemes of interest

Many existing schemes can be captured in the pair encodings framework,
but we mainly considered

> Watll-IV [Watll, Wat08]
» RW13 [RW13]
> AC17-LU [AC17b]

These all satisfy the “basic requirements”, i.e., support expressive policies
and large universes, and are unbounded in all parameters.
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The pair encodings framework Simplified design and analysis

Schemes of interest

Many existing schemes can be captured in the pair encodings framework,
but we mainly considered

> Watll-IV [Watll, Wat08]
» RW13 [RW13]
> AC17-LU [AC17b]

These all satisfy the “basic requirements”, i.e., support expressive policies
and large universes, and are unbounded in all parameters. However, only
RW13 can be transformed to support NOT operators in the policies.
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Simplified design and analysis
Schemes of interest

Many existing schemes can be captured in the pair encodings framework,
but we mainly considered

> Watll-IV [Watll, Wat08]
» RW13 [RW13]
> AC17-LU [AC17b]

These all satisfy the “basic requirements”, i.e., support expressive policies
and large universes, and are unbounded in all parameters. However, only
RW13 can be transformed to support NOT operators in the policies.

How efficient are these schemes?
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ABE Squared

High-level overview

© ABE Squared
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Accurately Benchmarking Efficiency

» Common practice: comparing efficiency of implementations
» Unfortunately: few implementations of ABE schemes exist

> More unfortunate: existing implementations may not be fairly
comparable
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Accurately Benchmarking Efficiency

» Common practice: comparing efficiency of implementations

v

Unfortunately: few implementations of ABE schemes exist

> More unfortunate: existing implementations may not be fairly

comparable
» Problem: they use very outdated groups G, H, G
> Another problem: many layers of optimization

P> Some layers really depend on what is trying to be optimized, e.g.,
decryption for the cloud setting or encryption for loT
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Accurately Benchmarking Efficiency

» Common practice: comparing efficiency of implementations

v

Unfortunately: few implementations of ABE schemes exist

> More unfortunate: existing implementations may not be fairly
comparable

v

Problem: they use very outdated groups G, H, Gt

v

Another problem: many layers of optimization

P> Some layers really depend on what is trying to be optimized, e.g.,
decryption for the cloud setting or encryption for loT

» Our solution: ABE Squared

ABE in ABE I



ABE Squared

» ABE Squared is a framework for accurately benchmarking efficiency
of ABE

> Four layers of optimization
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ABE Squared

» ABE Squared is a framework for accurately benchmarking efficiency
of ABE

> Four layers of optimization
> Take as input a design goal

» Design goal specifies the computational needs of the application in
which the scheme will be used

P For example, cloud settings may require an optimized decryption
efficiency, while loT requires an optimized encryption efficiency

ABE in ABE 0



Overview of ABE Squared

ABE Squared

ABE application

{ Type conversion

descriptions

FS

Order of computations ‘

7~

%-C_)E timized _

Implementation

Implementation

){ Pairing-friendly groups ‘

K~

Optimization
approach

‘ Arithmetic and group operations }(

of scheme 1 of scheme n

x EN

X X

A~ A~

1 1

1 1
Theoretical Theoretical
description description
of scheme 1 of scheme n

The arrows have the following meaning:

a ----» b = "a may require adjustment in b"
a--y»b="aisinput to b"/"b is output of a’

Marloes Venema

a — b = “ainfluences b”

ABE in ABE
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ABE Squared

lllustrating the framework

» To illustrate the framework, we have impIemented1 Watl1l-1V, RW13
and AC17-LU
» Three design goals:

> Optimized encryption
» Optimized decryption
> Optimized key generation

see https://github.com/abecryptools/abe_squared
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ABE Squared

lllustrating the framework

» To illustrate the framework, we have impIemented1 Watl1l-1V, RW13
and AC17-LU
» Three design goals:
> Optimized encryption
> Optimized decryption
> Optimized key generation
» Common thought: RW13 is very inefficient compared to Watl11-1V
(and AC17-LU) in all algorithms

» Presumably, the reason why Wat11-1V is preferred over RW13 despite
not being able to support NOT operators

see https://github.com/abecryptools/abe_squared
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ABE Squared

Benchmarks

Implementation of Wat11-1V, RW13 and AC17-LU, based on their
optimization approaches® (OA). The costs are for 100 attributes, expressed
in 103 clock cycles?.

Key generation Encryption Decryption
OA | Scheme Curve Costﬁ . Increase % | Costs Increase % | Costs  Increase %
Watll-1V | BLS12-381 || 42275 0.2% 77641 48.8% 58290 543.4%
OE RW13 BLS12-381 || 51401 21.8% 54491 4.4% 112072 1137.1%
AC17-LU | BLS12-381 || 42196 - 52176 - 9060 -
Watl1-1V | BLS12-381 42135 94.6% 77898 48.9% 58441 543.9%
OK RW13 BLS12-381 || 21657 - 128221 145.0% 118998 1211.2%
AC17-LU | BLS12-381 41913 93.5% 52326 - 9076 -
Watl1l-1V | BLS12-381 || 42275 - 77641 42.5% 58290 1336.5%
oD RW13 BLS12-381 || 51401 21.6% 54491 - 112072 2661.9%
AC17-LU BN382 45093 6.7% 59276 8.8% 4058 -
1OE/OD/OK = optimized encryption/decryption/key generation.
AMD Ryzen 7 PRO 4750 processor, one single core at 4.1 GHz.
ABE in ABE 23/42
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Takeaways

> All algorithms take at most 29 milliseconds on the target device

ABE in ABE SIS



ABE Squared

Takeaways

> All algorithms take at most 29 milliseconds on the target device
» For an optimized encryption or decryption, use AC17-LU
» For an optimized key generation, use RW13
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ABE Squared

Takeaways

> All algorithms take at most 29 milliseconds on the target device
» For an optimized encryption or decryption, use AC17-LU
» For an optimized key generation, use RW13

» Surprising result: RW13 outperforms Wat11-1V in the key
generation and encryption algorithms
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Takeaways

All algorithms take at most 29 milliseconds on the target device
For an optimized encryption or decryption, use AC17-LU
For an optimized key generation, use RW13

vVvyyvyy

Surprising result: RW13 outperforms Wat11-1V in the key
generation and encryption algorithms

v

RW13 only scheme that can be extended to support NOT operators

v

Supporting NOT = inherently inefficient decryption?
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ABE Squared

Takeaways

All algorithms take at most 29 milliseconds on the target device
For an optimized encryption or decryption, use AC17-LU
For an optimized key generation, use RW13

vVvyyvyy

Surprising result: RW13 outperforms Wat11-1V in the key
generation and encryption algorithms

v

RW13 only scheme that can be extended to support NOT operators

v

Supporting NOT = inherently inefficient decryption?

» Furthermore, these numbers are acceptable for fast devices
(computer, smartphone)

» Not for loT: seconds instead of milliseconds

ABE in ABE SIS



New schemes

High-level overview

@ New schemes
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New schemes

New schemes

» Two new schemes:

> GLUE [VA22b]
> TinyABE [VA22al]

» Both schemes are generalizations of RW13

Marloes Venema
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New schemes

New schemes

» Two new schemes:

> GLUE [VA22b]
> TinyABE [VA22al]

» Both schemes are generalizations of RW13
» Both schemes have a flexible efficiency trade-off

» Can be configured during the setup, taking into account the
computational devices
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New schemes

New schemes

» Two new schemes:

> GLUE [VA22b]
> TinyABE [VA22al]

» Both schemes are generalizations of RW13

v

Both schemes have a flexible efficiency trade-off

» Can be configured during the setup, taking into account the
computational devices

» GLUE's trade-off is between the encryption and decryption costs

» TinyABE's trade-off is between the master public key and ciphertext
sizes — designed for loT
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New schemes

New schemes

» Two new schemes:

> GLUE [VA22b]
> TinyABE [VA22al]

» Both schemes are generalizations of RW13

v

Both schemes have a flexible efficiency trade-off

» Can be configured during the setup, taking into account the
computational devices

» GLUE's trade-off is between the encryption and decryption costs

» TinyABE's trade-off is between the master public key and ciphertext
sizes — designed for loT

» | will discuss GLUE in more detail

ABE in ABE SV



GLUE

GLUE addresses the need for a scheme that
» supports NOT operators

> has an efficient decryption

ABE in ABE
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GLUE

GLUE addresses the need for a scheme that
» supports NOT operators

> has an efficient decryption

GLUE generalizes the 1-degree polynomial of RW13 to an n-degree
polynomial, where n = ny 4+ nc — 1.
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GLUE

GLUE addresses the need for a scheme that
» supports NOT operators

> has an efficient decryption

GLUE generalizes the 1-degree polynomial of RW13 to an n-degree
polynomial, where n = ny 4+ nc — 1.

— partition the sets and policies in smaller subsets of maximum size ny
and n, respectively.
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GLUE

GLUE addresses the need for a scheme that
» supports NOT operators

> has an efficient decryption

GLUE generalizes the 1-degree polynomial of RW13 to an n-degree
polynomial, where n = ny 4+ nc — 1.

— partition the sets and policies in smaller subsets of maximum size ny
and n¢, respectively.

— number of pairings needed during decryption can be reduced by a
factor in ng and n, e.g., a factor of ny if n, = nc.
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GLUE

GLUE addresses the need for a scheme that
» supports NOT operators

> has an efficient decryption

GLUE generalizes the 1-degree polynomial of RW13 to an n-degree
polynomial, where n = ny 4+ nc — 1.

— partition the sets and policies in smaller subsets of maximum size ny
and n¢, respectively.

— number of pairings needed during decryption can be reduced by a
factor in ng and n, e.g., a factor of ny if n, = nc.

The higher n, and n., the more efficient decryption is.
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Performance estimates

Rough estimates? of the storage costs of the secret keys and the
ciphertexts in kilobytes (KB), where 1 KB = 1024 bytes, and the
computational costs incurred by the key generation, encryption and
decryption algorithms of GLUE,, ,) and RW13, expressed in milliseconds
(ms), for 10 and 100 attributes.

Storage costs Computational costs
SK CT KeyGen Encrypt Decrypt
Scheme | [MPK| | 10 100 10 100 ‘ 10 100 10 100 10 100
RW13 142 | 486 4458 | 405 3358 26.0 238.7 | 329 3059 |46.2 375.2
GLUE(33) 2.08 | 353 30.02|339 2636 | 189 160.7 | 59.8 571.4| 243 1339
GLUEs 5 274 |3.09 2693|317 2483 | 165 1442 | 823 800.4 | 17.0 8238
GLUE(105) | 3.28 | 287 2472|317 2483 | 154 1323 | 102.1 9984 | 151 645

20n a 1.6 GHz Intel i5-8250U processor for the BLS12-446 curve

ABE in ABE
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S
Variants supporting NOT operators

» We prove security in the pair encodings framework
> Specifically, the algebraic notion [AC17b]

ABE in ABE
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S
Variants supporting NOT operators

» We prove security in the pair encodings framework
> Specifically, the algebraic notion [AC17b]

» RW13 and GLUE can be transformed to support NOT operators with
[Att19, Amb21]
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S
Variants supporting NOT operators

» We prove security in the pair encodings framework
> Specifically, the algebraic notion [AC17b]

» RW13 and GLUE can be transformed to support NOT operators with
[Att19, Amb21]

» Variant of RW13 with NOT operators: Att19-I-CP

ABE in ABE Sy



Performance estimates for variants with NOTs

Rough estimates® of the storage costs of the secret keys and the
ciphertexts in kilobytes (KB), where 1 KB = 1024 bytes, and the
computational costs incurred by the key generation, encryption and
decryption algorithms of GLUE-N(,, , ) and Att19-I-CP, expressed in
milliseconds (ms), for 10 and 100 attributes.

Storage costs Computational costs
SK ‘ CT KeyGen ‘ Encrypt ‘ Decrypt
Scheme IMPK] \ 10 100 \ 10 100 \ 10 100 \ 10 100 \ 10 100 \
Att19-1-CP 1.4 109 100.0 | 6.4 55.8 || 59.0 541.8 | 66.6 637.5 | 51.7-216.2 367.9-1779.0
GLUE-N(33) 2.1 76 637 |50 412 | 448 3859 | 90.0 865.1 | 29.8-109.5 139.4-7455
GLUE-N(5 5 2.7 65 560 | 46 38.1 | 40.1 3528|1114 1086.0 | 22.4-55.3 88.3-382.5
GLUE-N(105) 33 59 504 |46 381 | 377 329.2|131.2 1284.0 | 20.6-78.5 70.0-614.1

30n a 1.6 GHz Intel i5-8250U processor for the BLS12-446 curve

ABE in ABE
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Optimization via online/offline versions

» Main disadvantage of GLUE: encryption costs increase significantly
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Optimization via online/offline versions

» Main disadvantage of GLUE: encryption costs increase significantly
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Optimization via online/offline versions

Main disadvantage of GLUE: encryption costs increase significantly
Online/offline version of RW13 [HW14]
Also applies to generalizations of RW13, e.g., GLUE

High-level idea: precompute the ciphertexts

vVvyVvyVvyy

Online execution time minimal: only some simple additions and
multiplications

v

Trade-off: larger ciphertexts, i.e., factor of 2-3

v

Acceptable for many settings in which decryption needs to be fast,
e.g., cloud
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Conclusions

ABE implements access control on a cryptographic level
Interesting for various use cases, e.g., cloud, loT
Pairing-based ABE can support many desirable properties
Still much to do in terms of efficiency

To benchmark and compare more fairly: ABE Squared

vVvvyVvVvyyy

Scheme supporting NOT operators with efficient decryption: GLUE
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