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Scriptless GUI Testing
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https://testar.org/
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The Whys of Automated GUI Testing

Software testing = executing a program or application with
the intent of finding failures

Why test?

® No software is born faultless

Late fixes are more expensive (time, effort)

Why Graphical User Interface?
®* Many applications have GUI

HardwareMonitorWindow: WINWORD.EXE - Application Error

* G UI teSting has the end user perspeCﬁve ) The exception unknown software exception (0xe0000002) occurred in
@\ the application at location 0x000000007706B782.

Why automated?

®* Manual testing takes a lot of time, skill and knowledge

[}

Automation can handle complex and large software
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Scriptless Testing

Test sequences are generated during execution Environment, SUT
* Steps are based on available actions XX
* Checks for failure after every action

* Strategies decide which action to select > _

Pros:

°* Low maintenance

action
* Reliable, works even if the SUT changes (on- state

the-fly generation)

Cons:

* Less specific results, harder to interpret *
Iest

* No concrete use cases or work-flows
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Scriptless Testing: A Process of Action Selection

* Action Selection: Environment, SUT

* A constant question of what action to pick coe

>

Considerations:

* Dynamic environment

* Available actions may change action

state
* Prioritization — yes or no?
* What logic to apply?

* Destination unclear E
Iest

* Where are the bugs?
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Action Selection and Randomness

* Existing work employs stochastic methods

¢ Aka random teSting - Monthly report - Appointment
File Appointment Scheduling Assistant Insert Format Text Review Help Q
. @ Calendar * @ﬂ pi ESHUWAS: DBusy - O
* Good for robustness, exploration, can deal well Dolte  popyarg | Joms | Moting | RS | ) Reminer 15 mintesoJRemence
. . . eeting otes ttendees
Wlth dynamIC enVIronmentS Actions Teams Meeting | Meeting Motes Attendeesl"x’ Options
* But... e Monthly report
Save &
* No direction, not human-like Close Sterttime | Mon9/30/2019  [<] | 3:00 PM » alldey [] @& Timezones
. . . End time Mon 9/30/2019 E 4:00 PM w| 43 MakeRecurring
* Fails at tasks that require successive steps
Location Conference Room 2235
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How to Test Smarter?

* Preferably:
* More direction
* Integrate more human-like behavior
* Keep the benefits of scriptless testing:
* Exploration
* Robustness

* Adaptability to dynamic
environments

* Low effort to create and maintain
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Context-Free Grammar for Test Strategies

(strategy )
(action_list)
{if_else}

(bool_expr)

{action_expr)
(bool_opr)
(int_opr)
{int_expr)
{state_bool)

{n_actions)

(action})

{filter)
{action_type})

(modifier)
(related _action)

(sut_type)

{action_list) | (if _else}

{action) +

1if (bool_expr) then (action_expr)
else (action_expr)

not (bool_expr) | (bool_expr}
{bool_opr) (bool_expr) | (int_expr)
{int_opr) {int_expr) | (state_bool)

| [Baol]

(if_else) | (action_list)

and | or | xor
>|l>=|<|<x=|=|!=
{n_actions) | fini]

state-changed | any-exist
(modifier) 7 {related_action) | any-exist
{modifier) ? {action_type)? | sut
{filter) (sut_type)

n-actions (visit_modifier) ?
{action_type) 7

fint]? select-previous |

[int]? select-random {modifier)?
{action_filter}? | [im] ? select-random
{visit_modifier) ? (related_action)
of-type | not-of-type
click-action | type-action |
drag-action | hit-key-action

| input-action | form-field-action
| form-submit-action
most-visited | least-visited

| visited | unvisited
sibling-action | child-acticn
| sibling-or-child-action
windows | linux | android | web
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Grammar to write strategies
Strategy = Action Selection Rules (ASR)

* How to select the next action

Allows dynamic action prioritization
Enables human-like approaches
Readable for humans

ASR can be generated (computer) or hand-crafted (human)
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How to Write an ASR — Structure

* <action expression> = a weighted list of <action>

* Can also be just one <action>

<action expression> . . .
P * <action> = aninstruction that can be executed

* <boolean expression> = condition

or

<action
expression>

<boolean
expression>

if then else

if

<boolean
expression>

<action
expression>

<action
expression>

. . Grammar-based . Conclusions &
Scriptless GUI Testing . . Integration
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<action
expression>

<action
expression>
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Basic Syntax

* An <action> is executed as is

<boolean

: <action> * Can be made more specific
expression>

* <boolean expression> checks some aspect of

any-exist select-previous the current state

* If there are actions available, System Under Test, if
the last action changed the state, how many actions

state-changed are available...

n-actions

sut select-random

* There will be more options in the future
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Basic Syntax

click-action

type-action
unvisited

any-exist
visited of-type
S — 5
) scroll-action
_E|9Ct'rand°m most-visited not-of-type

\.

il
Hil

. unvisited child-action
drag-action

UHU
DML

e/

[ select-random ] visited sibling-action

\—

most-visited

hit-key-action sibling-or-

child-action

least visited

least visited

input-action

[form—ﬁeld-action]

[form-submit—action]
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Basic Syntax

click-action I .
) —
. SR
type-action S
— web
 —
drag-action l S= - —
; of-type androi ]
n-actions of-type — sut J
— scroll-action l I= [
not-of-type "/ not-of-type W|ndow5]
&—‘ ( r N
hit-key-action ] < .
. ) linux
|

,
S
AN
Ul

input-action

[form-ﬁeld-action

[ form-submit-action ]
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How to Write an ASR

4 [ any-exist ][ unvisited of-type ][ form-field-action \

TH EN [ select-random ] unvisited ] [ of—typﬂ[ form-field-action ]

ELSE |F [ any-exist ][ of-type ][ scroll-action ]

THEN [ select-random ]

of-type ][ scroll-action ]

\ ELSE [ select-random ][ of—typi][ form-submit-action ] )

. . Grammar-based . Conclusions &
Scriptless GUI Testing . . Integration
Action Selection Future Work

Grammar-Based Action Selection Rules for

Scriptless Testing

16 of 40




Integration

Grammar-Based Action Selection Rules for

17 of 40
Scriptless Testing °




How to Make the Grammar Work

* So now there is a grammar! It is ready to go, right?

* Not quite.

* Associate semantic expressions with corresponding widgets and actions

* Ex: <click-action> corresponds to left clicks and right clicks, <drag-action> to dragging actions

* Provide input strings for text fields
* Detect text field types and match string pattern

* Email, urls, dates, times, integers...
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Scriptless GUI Testing P Integration Experiments e — o R e 18 of 40




Abstraction

* Abstraction is needed to identify states, widgets, and derive actions
* Track widgets and actions

* Ex:Is an action unvisited or not?
* Afew more questions:

* When is the state considered changed?

* Is this one widget the same as the previous?

* If the input is different, is it still the same action?

* |n short: abstraction level matters!
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Now What? Time to Test

* With grammar one can write ASRs
* Do they work?
* Are they reliable?

* Can we create something better than random?

* So... let’s find out!
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Experiments: Form-filling




The Challenge of Form-filling

* Web forms are found in many places
Name *
* Login screens, questionnaires, email fields,
filtering options, etc.
First Last
. . Email *
* Scriptless testing struggles here
* Many fields to interact with
* One bad action can undo all progress Phone
* There may be an order to follow }
* Input formats can be restricted
Submit

Grammar-Based Action Selection Rules for
. X 22 of 40
Scriptless Testing
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Human-based Form-filling ASR

4 [ any-exist ][ unvisited ] [ of-type ][ form-field-action ] \ * <form-field-action> are the children of a form

(except submit)
THEN [ select-random ]

unvisited ][ of-type [ form-field-action ]

\.

* <form-submit-action> refers to submit actions

ELSE IF [ any-exist ][ of-type [scroll-action ]

THEN { select-random ] [ of-type ][ scroll-action J scroll if ded
¢ Scroll It neeade

\ ELSE [ select-random ][ of-type ][ form-submit-action ]/ * Hit submit at the end

* Prioritizes getting input into all the fields
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Experiment with Generated Forms

* WebformSUT generates arbitrary web forms

* https://github.com/TESTARtool/webformsut

@ https:/Awebformsuttestar.org/fc X --

* From input fields as specified by W3C:

&« C 8 webformsut.testar.org/forms/emadaltimtel

* Button * Range
* Checkbox * Reset webformsut
* Color * Search :
* Date * Submit
* Datetime-local * Tel |]§'“,E';‘::'|Z:f" y | |
* Email * Text s:lf::ﬁ;j _m gw =
* Month * Time -

Phone| Enter your phone number |
* Number * Url .

| Submit |
* Password * Week —
* Radio

* (Experiment excludes reset and color fields)
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Experiment with Generated Forms

Generate four groups of forms:

* Short (10-30 fields) or long (50-70 fields)

° Text_only or m|Xed @ hitps:/fwebformsuttestarorg/fc X -+

q q &« C & webformsuttestar.org/forms/emadaltimtel
* Each group contains 30 unique forms K :

* Run every form 30 times each for both random and webformsut
human-based ASR

* Limit actions to 45 (short) or 105 (long) (Enter your emai |
Begin date|dd/mu/ yyyy O
select time! -—:-- 0
Phone| Enter your phone number ]
* Main points of interest: | Submit |

* Successful submits

* Field interactions
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Experiment with Generated Forms

Batch files instructions :

1. Restart system

Webformsut server

2. Set resolution

3. Clean and copy TESTAR
4, Execute tests

L 4

[ Controller J—~<

Windows Worker 1 | group short mix = ‘t"]'e - t-. K
Windows Worker 2 | group short text ‘E‘e - t-.-;.:_
Windows Worker 3 | group long mix ﬁe s tai.:
Windows Worker & | group long text 'Tﬂ" es t:é:

\.
\\
[
|

. . Grammar-based .
Scriptless GUI Testing . . Integration
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Experiment with Parabank

* Demo environment - %,;‘??fif.sa:.\lrfwf.
. . . . . | Solutions
* Mimics a banking application
* Variety of field behavior: ot : Weicome to ParaBank
Admin Page g g g
* Prepopulated
Customer Login
* Mandatory (cannot submit until correct) fharmens
* Required (error if empty) m—
. Eorgot login info?
* 7 web forms in total e

* Open account, update profile, transfer, customer
care, bill payment, find transactions, request loan

* Exclude logout and admin buttons

Home | AboutUs | Services | Products | Locations | Forum | Site Map Contact Us

© Parasoft. All rights reserved.
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Experiment with Parabank

* Run a long sequence of 500 actions - %3'*”““ il
* Repeat 30 times for random and human- sy
based ASR i;:: ; Welcome to ParaBank

Locations

Admin Page

* Automatically log in at the start

Customer Login

Allow random exploration e i

Password

* Switch to ASR when a form is found

[“ioam |

* Go back to random afterwards Eoton oo io?

Register

* Main points of interest: £ AR

* Successful and unsuccessful submits

Home | AboutUs | Services | Products | Locations | Forum | Site Map Contact Us

© Parasoft. All rights reserved.

* Field interactions
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Experiment with Parabank

Form-filling
implementation

Prepare Run 1 N Metrics
Parabank 500 actions run 1

0 s ~ )
| Prepare Run 2 Metrics

1. Stop web Apache _
2. Clean Parabank M _ 200 actions run 2

3. Start web Apache

Prepare Parabank:

'R '

Prepare Run 30 Metrics
Parabank 500 actions run 30

N A /
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Generated Forms — Succes Rates

Webformsut Success Rates

RAMD success HUMARM success
1000
900
7a0 826 880 827
696 657
500
504
250 330
0
short mix short text long mix long text
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Generated Forms — Actions Per Field

Webformsut Actions Per Field Deviation

RAMD HUIMAR

1.500
1.500
1.000
0.500 0.591
0.000
0.045 0.083 0.040 0.045
-0.500 -0.636 -0.600
-1.000
shart mix short text lang mix long text
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Parabank — Customer Care Form

Customer Care

Email support is available by filling out the following form.

Name: |

Email: |

Phone: |

Message:

. . Grammar-based .
Scriptless GUI Testing . . Integration
Action Selection

Experiments:

Form-filling

Results

Conclusions &

Future Work

Mame is
required.

Email is
reguired.

Fhane is
required.

Message is

required.
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Parabank —

Unsucces

400
300
200

100

Customer Care Form Success and

Parabank Customer Care Form

Success Unsuccess
400
300
200
177
100
1
0
I RAMD success B HUMAN success I RAND unsuccess [l HUMAN unsuccess

. . Grammar-based . Experiments: Conclusions & Grammar-Based Action Selection Rules for
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Parabank — Customer Care Form Interactions

Customer Care Form - Human form-filling Deviation

B Succes Submits @ phone interaction name interaction 4 message interaction  # email interaction

40

an

1 2 3 4 5 6 7 8 9 10111213 141516 17 18 19 20 21 22 23 24 25 26 27 28 289 30

TESTAR runs
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Parabank — Customer Care Form Interactions

Customer Care Form - Random form-filling Deviation

B Succes Submits @ phone interaction name interaction 4 message interaction

# email interaction
40 i - ’ -
3l
r. 29 28 It p ! ﬁ _ Eg .
< ; £ £ =) A 55
[’- pq 22722 22 Iyl gkt 22 o 43 23 W 58
; 10 L it * ) #1090 Y j .
1 :,; P a TS TN 13 87 % 1g A 18, 2 19
a0 t 1 L WAL SN 16 g \ 3 164 By FLEAY I 3 o
N P L 15, 12: 4% 212 WU L.
e 10 . Lo, n 11 LA Tt ] w1
11 r V10 hRLy 3 ! ] | L e
) Le 'é‘ 10 ls[ 10 N %. ‘5 LUy L & l"[ l"Dl[ &= 9 g 4
10 |1:" & tl \; "!-‘ ¢$ N L, 9
4. ) ¥ 3 2 ®. .5
] 3
L
i

=

E]
Al .l
oo ool

1 2 3

4 5 6 7 B 8 1011 1213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30

TESTAR runs
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Conclusions

* Human-based ASR outperforms random on form-filling

* Successfully demonstrated grammar-based ASR
* Maintains scriptless testing benefits (adaptability, robustness, exploration, easy to maintain)
* Added direction, human-like behaviour

* Not as rigid or explicit as scripted tests, not as scattered or chaotic as traditional scriptless testing

* New application for grammar-based testing

* Traditionally used to generate input data
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Future work

* Generate grammar-based ASRs
* Evolve ASRs through evolutionary algorithms
* Compare successful hand-crafted and generated ASRs
* Apply grammar-based ASRs to other SUTs
* Mobile, desktop, XR applications
* Use grammar to define oracles (mechanisms that determine if tests pass or fail)

* Look into adding domain, business, user knowledge
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The Whys of Automated GUI Testing Scriptless Testing

Ssrtuiare tssting & ckecuting a prograr or application with Test sequences are generated during execution Environment, SUT
the intent of finding failures - Steps are based on available actions D
+ Checks for failure after every action
?
Why test? + Strategies decide which action to select ) s
= Nosoftware is born faultless -

* Late fixes are more expensive (time, effort) + Low maintenance

Wiyisraphical Dearintarfacet + Reliable, works even if the SUT changes (on- state, i
« Many applications have GUI the-fly generation)

* GUItesting has the end user perspective P PP S——. cons: \

Why automated? + Less specific results, harder to interpret T t*

« Manual testing takes a lot of time, skill and knowledge = + No concrete use cases or work-flows es

 Automation can handle complex and large software

E T EDEEY—D

Grammar-Based Acton Sele

Sof40

Context-Free Grammar for Test Strategies

« Grammar to write strategies
+ Strategy = Action Selection Rules (ASR)

* How to select the next action

* Allows dynamic action prioritization
+ Enables human-like approaches

* Readable for humans

aia * ASR can be generated (computer) or hand-crafted (human)

Human-based Form-filling ASR Parabank — Customer Care Form Interactions

Customer Care Form - Random form-filling Deviation

IF (anvenst ) (umisea ) (form fetd acton ) + <formfield: are the children of a form
(except submit) W Successubmits @ - ;
THEN  (sskctnton ) o) + <form-submitactons refers o submit acions =y It
ELSE IF [anvest
Jectrandom
THEN - Saolf necded
ELSE - Hit submit at the end

« Prioritizes getting input into all the fields

Conclusions

* Human-based ASR outperforms random on form-filling

* successfully demonstrated grammar-based ASR
* Maintains scriptless testing benefits (adaptability, robustness, exploration, easy to maintain)
+ Added direction, human-like behaviour
« Not as rigid or explicit as scripted tests, not as scattered or chaotic s traditional scriptless testing

* New application for grammar-based testing

+ Traditionally used to generate input data

8of40
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Parabank — New Account Form

Open New Account

What type of Account would you like to open?

CHECKING v |

A minimum of 100,00 § must be deposited into this account at time of opening.
Please choose an existing account to transfer funds into the new account.

: 12345 v|

Grammar-Based Action Selection Rules for 42 of 40
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Parabank — New Account Success and Unsuccess

Open Account Parabank Form

Success Submits Unsuccess Submits

400 400

K 200

250
Faiih i}
142

TN 100

o -

RAND sucoess HLUMAN success RAND unsuccess ] HUMAN ursuooess

Grammar-Based Action Selection Rules for
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Parabank — New Account Interactions

Open Account Form - Random mechanism Deviation

B Successfully submits @ fromAccount interaction type interaciion

TESTAR runs

Grammar-Based Action Selection Rules for 44 of 40
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Parabank — New Account Interactions

Open Account Form- Human mechanism Deviation

B Successfully submits @ fromAccount interaction type interaciion
20
-
5 3
o - 12
A A )
1 iy M o
] £ I iy Yy b
"y F
A
9 & F g & A [ ] 8
‘i = ri 7 ¥ 7
PR ] - 6 L]
5 .. 5 A
3 3
n
= M ™ = MO D M~ Dm0 oy M s W WP 0 O v 9™ s W D~ oo o
— — — — -— o = — r— — [y Lt I ™~ ™~ ™~ ™ F L I iar]

TESTAR runs
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Parabank — Update Profile Form

Update Profile

First Name: |John

Last Name: | Smith

Address: |testar sireet sin

|
|
|
City: |Valencia |
|
|
|

State: |Valencia

Zip Code: 45000
Phone #: [900111222

Grammar-Based Action Selection Rules for
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Parabank — Update Profile Form Success and S
Unsuccess

Parabank Update Profile Form

Success Submits Unsuccess Submits
400 400
300 300
245
200 200
152
100 100
0 0
RAMND success HUMAN success RAND unsuccess [l] HUMAN unsuccess

Grammar-Based Action Selection Rules for
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Parabank — Update Profile Form Interactions

Update Profile Form - Human mechanism Deviation

B Succesfuly Submits @ firstMame interaction zipCode interaction 4 lastMame interaction % phone interaction ™ cityinteraction & state interaction
® streetinteraction

20

TESTAR runs

Grammar-Based Action Selection Rules for
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Parabank — Update Profile Form Interactions

Update Profile Form - Random mechanism Deviation

B Succesfuly Submits @ firstMame interaction zipCode interaction 4 lastMame interaction % phone interaction ™ city interaction

v state interaction
® streetinteraction

20
B
5 *
12 fi 3
" 2 11 11 1% 3
10 10 /31" .

p=

=
T e

¥

1 2 3 4 5 6 7 ] a 0 11 12 13 14 15 16 17 18 19 20

21 22 23 24 25 2% 27 28 29 30

TESTAR runs

Grammar-Based Action Selection Rules for
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Parabank — Transfer Funds Form

Transfer Funds

Amount: $| |

From account # | 12345 v |to account # | 12345 v

-I.J_.-I.--.-

Grammar-Based Action Selection Rules for 50 of 40
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Parabank — Transfer Funds Form Success and 8
Unsuccess

Parabank Transfer Form

Success Submits Unsuccess Submits
400 400
300 300
200 215 200
138

100 100 108

0 0

RAMD success HUMAM success RAND unsuccess [l HUMAN unsuccess

Grammar-Based Action Selection Rules for
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Parabank — Transfer Funds Form Interactions

Transfer Funds Form - Human mechanism Deviation

B Succesfuly Submits @ amountinteraction fromAccount interaction 4 toAccount interaction
25
20
15 2 12

12 3 4 5 6 7 8 8 1011 1213 14 1516 17 18 18 20 21 22 23 24 25 26 27 28 29 30

TESTAR runs
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Parabank — Transfer Funds Form Interactions

Transfer Funds Form - Random mechanism Deviation

B Succesfuly Submits @ amountinteraction fromAccount interaction 4 toAccount interaction

25

||‘g

20 L

4 5 6 7 8 9 1011 1213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30

TESTAR runs
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Parabank — Bill Payment Form

Bill Payment Service

Enter payee information

Payee Name: | |
Address: | |
City: | |

State: | |
|

|

Zip Code: |
Phone #: |

Account #: | |
Verify Account #: | |

Amount: § | |

From account #: | 13011 v
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Parabank — Bill Payment Form Success and

Unsuccess

400
300
200

100

Parabank Bill Payment Form

Success Submits Unsuccess Submits

400

300

251 266

200

125 100

0

RAND success HUMAN success RAND unsuccess [ HUMAMN unsuccess
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Parabank — Bill Payment Form Interactions

Bill Pay Form - Human mechanism Deviation (y-axis 40 for comparison)

B Succesfuly Submits @ amount interaction zipCode interaction 4 verifyfccountinteraction % fromAccountinteraction = state interaction & pageDown interaction @ street interaction name interaction
== phone interaction accountNumber interaction city interaction

40 T T

|
30 | |

|

| |
20

| | 4
10
0

TESTAR runs
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Parabank — Bill Payment Form Interactions —
with outlier

Bill Pay Form - Human mechanism Deviation (with pageDown outlier )

B Succesfuly Submits @ amountinteraction zipCode interaction 4 verifyAccountinteraction % fromAccountinteraction m state interaction @& pageDown interaction @ streetinteraction name interaction
== phone interaction accountNumber interaction city interaction
250
200 '
150
100
50

TESTAR runs
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Parabank — Bill Payment Form Interactions

Bill Pay Form - Random mechanism Deviation

B Succesfuly Submits @ amount interaction zipCode interaction 4 verifyfccountinteraction % fromAccountinteraction = state interaction & pageDown interaction @ street interaction name interaction
== phone interaction accountNumber interaction city interaction

40

36 .

TESTAR runs
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Parabank — Find Transactions Form

Find Transactions

Select an account: | 13011 v|

Find by Transaction ID: | |

FIND TRANSACTIONS

Find by Date: | | (MM-DD-YYYY)

FIND TRANSACTIONS

Find by Date Range

Between | | and | | (MM-DD-YYYY)

FIND TRANSACTIONS

Find by Amount: |
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Parabank — Find Transactions Form Success and
Unsuccess

400

300

200

100

Parabank Find Transaction Form

Success Submits

400
300
234
200
et 100
0
RAMD success HUMAMN success

Unsuccess Submits

214

FRAMD unsuccess [l HUMAN unsuccess
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Scriptless Testing

B

60 of 40



Parabank — Find Transactions Form Interactions

Find Transaction Form - Human mechanism Deviation

B Succesfuly Submits @ accountld interaction framDate interaction 4 toDate interaction amount interaction ™ pageDown interaction
@ transactionld interaction @ onDate interaction

20

TESTAR runs
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Parabank — Find Transactions Form Interactions

Find Transaction Form - Random mechanism Deviation

& toDate interaction % amountinteraction ™ pageDown interaction

B Succesfuly Submits @ accountld interaction fromDate interaction
20 @ transactionld interaction @ onDate interaction
17
[ ]
15 1: ;
-
\ 0

TESTAR runs
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Parabank — Request Loan Form

Apply for a Loan

Loan Amount: §
Down Payment: §

From account #: v
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Parabank — Request Loan Form Success and

Unsuccess

400
300
200

100

Parabank Request Loan Form

Success Submits Unsuccess Submits
400
300
234
200
100 104
46
0
RAND success HUMAN success RAND unsuccess [l HUMAN unsuccess
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Parabank — Request Loan Form Interactions

Request Loan Form - Human mechanism Deviation

B Succesfuly Submits @ amount interaction fromAccount interaction 4 downPayment interaction

13

20

12 3 4 5 6 7 8 8 1011 1213 14 1516 17 18 18 20 21 22 23 24 25 26 27 28 29 30

TESTAR runs
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Parabank — Request Loan Form Interactions

Request Loan Form - Random mechanism Deviation

B Succesfuly Submits @ amount interaction fromAccount interaction 4 downPayment interaction

20

23 4 5 6 7 8 9 1011 1213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30

TESTAR runs
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